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Title                                     
 
Two new techniques for the rapid factorization of semiprimes (modulus): bisection then volatility 
test and prime number dictionary attacks. 
 

Abstract                                  
 
This document aims to stimulate experimentation and research with new techniques for rapid 
factorization of semiprimes.  
 
These techniques start by taking the square root of a semiprime (modulus) to radically reduce attack 
work space. Thereafter, Newton’s bisection theory is applied and a simple volatility test tells us which 
direction one of the semiprime factors is located relative to subsequent bisections.  
 

The semiprime square-root and the volatility test for prime number location direction might be 

incorporated into traditional sieve methods like the general number field sieve  and the quadratic 

sieve by creative mathematicians who can make their techniques work in the search for the single 

factor to find the other.    

 
Taking the square root of the semiprime reduces the attack work space to such a degree that it is 
possible to construct a simple “prime number dictionary” attack just with prime numbers already 
calculated and available on the internet.  
 
It is possible (maybe probable) that starting with the square root of the semiprime for factorization 
was not considered previously because of the difficulty of manipulating such large numbers. Most  
 

https://en.wikipedia.org/wiki/General_number_field_sieve
http://www.wnlabs.com/pdf/RSA_dictionary_attack_and_optimizing_factoring_utility.pdf
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sieves are based on Fermat’s Factorization. Fermat died in 1665 long before computers and 
calculators. 
 
The Whitenoise factorial utility has a large number math library capable of handling numbers many 
hundreds of digits long on a basic computer that can be easily expanded upon for ever increasing 
number sizes.  
 
“The RSA Factoring Challenge was a challenge put forward by RSA Laboratories on March 18, 1991 

to encourage research into computational number theory and the practical difficulty of factoring large 

integers and cracking RSA keys used in cryptography…” wiki 

This is critical for cryptographic uses which rely on the secrecy of the prime factors of a modulus. This 
builds on an alternative to sieve techniques that leverages Newton’s bisection theory and an insight 
into testing the behavior of primes. Given the significance of what the capability implies to the security 
of the Internet and all communications it merits continued investigation and continued 
experimentation and adaptation of our networks.  
 
We already know the WN factorial utility works and can be optimized to scale in several ways. 
 
-- 
 
Dynamic Distributed Key Infrastructures, Dynamic Identity Verification and Authentication and 

Whitenoise (patented globally) are a virtual framework and a virtual protocol that can stand alone as a 

secure cryptosystem or can be used as an add-on for asymmetric frameworks to eliminate the 

security flaws associated with PKI like man-in-the-middle attacks. When used in conjunction with PKI 

it is termed Dynamic Distributed PKI (DDPKI). Some have termed it OTP_PKI (one time pad PKI). 

 

DDPKI provides two-channel (asymmetric and symmetric calls), multi-factor, continuous, 

dynamic authentication and authenticated encryption that impose user identity and data 

provenance. The hacker now has a challenge where two keys have to be broken simultaneously in 

seconds for each breach and one key is a dynamic, one-time-pad.  

 
This paper also has added addendums that will look at the challenges that the AES algorithm, integer 
factorization cryptography i.e. RSA, elliptical curve cryptography, and public key infrastructures face 
because of their reliance on mathematical constructs that are no longer strong enough.  
 
Finally we will see how those approaches compare to a deterministic random number generator that 
operates as a one-time-pad. 
 

  

http://www.wnlabs.com/news/TCSV_Security_Deep_Dive_Demos.php
http://www.wnlabs.com/pdf/How_does_DIVA_work.pdf
http://www.wnlabs.com/pdf/RSA_Conference_2016_distributed_dynamic_PKI.pdf
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Background  

Integer factorization cryptography vulnerability 
 

Modern cryptography like RSA, Diffie-Hellman, AES, and Elliptical Curves are based on difficult 

mathematical problems that are easy to calculate in one direction and considered infeasible to 

reverse. For integer factorization cryptography like RSA, integer factorization algorithms like 

the quadratic sieve, general number field sieve, continued fraction factorization, and Dixon's 

factorization already exist and have dramatically impacted RSA’s security strength.  

Quantum computing attacks are an existential threat to any mathematical or arithmetic based 

cryptography. The factorization algorithms for successful attacks already exist.  This paper   

introduces two others. 

 

Fermat’s Integer Factorization  

 

 “Given a positive integer n, Fermat's factorization method relies on finding numbers x, y satisfying 

the equality  . 

We can then factor n = x2 - y2 = (x + y)(x - y). This algorithm is slow in practice because we need to 

search many such numbers, and only a few satisfy the strict equation. However, n may also be 

factored if we can satisfy the weaker congruence of squares condition.” wiki 

Other sieve methods focus on optimizing this basic formula.  

 

https://en.wikipedia.org/wiki/Quadratic_sieve
https://en.wikipedia.org/wiki/General_number_field_sieve
https://en.wikipedia.org/wiki/Continued_fraction_factorization
https://en.wikipedia.org/wiki/Dixon%27s_factorization_method
https://en.wikipedia.org/wiki/Dixon%27s_factorization_method
https://en.wikipedia.org/wiki/Integer
https://en.wikipedia.org/wiki/Fermat%27s_factorization_method
https://en.wikipedia.org/wiki/Equation
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Elliptical Curve Cryptography factorization  
 

Elliptical curves can be factored with “the Lenstra elliptic curve factorization or the elliptic curve 

factorization method (ECM) which is a fast, sub-exponential running time algorithm for integer 

factorization which employs elliptic curves. For general purpose factoring, ECM is the third-fastest 

known factoring method. The second fastest is the multiple polynomial quadratic sieve and the fastest 

is the general number field sieve. The Lenstra elliptic curve factorization is named after Hendrik 

Lenstra.”  The largest factor found using ECM as of 7 September 2013 was 83 digits and was 

discovered by R. Propper.[1]” wiki 

An 83 digit key is equivalent to 664 bits. There may be elements of the techniques presented in this 

paper that can optimize those factorization techniques. 

It is hard to follow the logic of “The U.S. National Security Agency (NSA) which allows ECC use for 

protecting information classified up to top secret with 384-bit keys.[1].” wiki   

That is about half the size which was already factorable three years ago! 

“In August 2015, the NSA announced it plans to replace Suite B with a new cipher suite due to 

concerns about quantum computing attacks on ECC.[2]” wiki  

Introduction            
 

The cornerstone of Public Key Cryptography as well as several other security utilities is the fact that 

while it is easy for anyone with a calculator to be able to multiply two prime numbers together it is 

considered a functional impracticality to rapidly reduce the semiprime number into its two distinct 

factors. The prevalent methods used for factorization are either brute force or sieve methods.  

The factorial process described herein was demonstrated to the Telecom Council of Silicon Valley 

Deep Dive on Security in the Snowden Era. 

Additionally, so many prime numbers have now been calculated and are available it seems possible 

to construct a simple “prime number dictionary” attack.   

  

https://en.wikipedia.org/wiki/Lenstra_elliptic_curve_factorization
https://en.wikipedia.org/wiki/Exponential_running_time
https://en.wikipedia.org/wiki/Integer_factorization
https://en.wikipedia.org/wiki/Integer_factorization
https://en.wikipedia.org/wiki/Elliptic_curve
https://en.wikipedia.org/wiki/General_purpose_computer
https://en.wikipedia.org/wiki/Quadratic_sieve
https://en.wikipedia.org/wiki/General_number_field_sieve
https://en.wikipedia.org/wiki/Hendrik_Lenstra
https://en.wikipedia.org/wiki/Hendrik_Lenstra
https://en.wikipedia.org/wiki/Lenstra_elliptic_curve_factorization#cite_note-1
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#cite_note-1
https://en.wikipedia.org/wiki/Quantum_computing
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#cite_note-nsaquantum-2
http://telecomcouncil.com/blog/news-from-yesterdays-cybersecurity-deep-dive
http://telecomcouncil.com/blog/news-from-yesterdays-cybersecurity-deep-dive
http://www.wnlabs.com/pdf/RSA_dictionary_attack_and_optimizing_factoring_utility.pdf
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Rapid Factorization of semiprimes and an alternative to the Sieve Method 
 

The technique being discussed first leverages Newton’s bisection theory and a simple volatility test. 

It was noted that if one takes the 6th derivative of two points within a range on a normal curve, the 

larger point divided by the smaller point, that the closer you are to the factoring solution the more 

volatile the remainder becomes. This then becomes the primary criteria in a decision tree in deciding 

which way to jump if one is deploying a bisection method to try to locate a prime number factor. 

On a basic system deploying this technique, it is possible to factor 80 to 128-bit semiprimes in a 

fraction of a second. It is believed that expanding upon this technique will make the factoring of large 

semiprimes an easy task and hold out great possibilities for the manipulation of primes in general 

number theory.  

It is to be noted that this is not a simple mathematical shortcut but because of the ready access to 

computers and even the basic computational speed of a simple desktop computer, it is a technique 

that should be far superior to existing techniques and hold out great possibilities. 

Rapid Factorization Architecture 
 

 

If one looks at a Cartesian plane and a [very poor] rendition of a normal curve, the following elements 

are readily identifiable.  

We can draw a normal curve with the endpoint of the curve on the X-axis being equal to the prime 

number composite [P#C]. 

We can take the square root of the prime number composite and this becomes the square root of the 

prime composite (SQRPC) bisection. 

SQRPC 

Mean of normal curve 

First bisection 
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We know that one of each of the two factors we are looking for will reside somewhere on either side 

of the SQRPC. 

Looking at the graph above, we will search for the smaller prime factor of the semiprime to the left or 

small end of our bisection. Our first step is to bisect the smaller area of the curve along the x-axis at 

the red line.   

First, we rapidly test to see whether the point of bisection is a whole number. If it is (unlikely) then we 

have found one of our factors. If this was the case, we simply divide this number into the semiprime. 

The challenge now is to decide on which direction of the bisection line we should jump in order to 

make the next bisection. Again, it was noted that if one takes the 6th derivative of two points within a 

range on a normal curve, the larger point divided by the smaller point, that the closer you are to the 

factor solution the more volatile the remainder becomes. This then becomes the primary criteria in a 

decision tree in deciding which way to jump if one is deploying a bisection method to try to locate a 

prime number factor.  

This continues until the factor is found and it divides evenly into the semiprime. 

Optimizing the factorial utility 
 

The Whitenoise Large Factor utility to factor public keys can be further optimized in several ways: 

 Create a 64-bit and greater utility instead of the 32-bit demonstration 

 

 Parallel processing (adding computers) is a linear way of decreasing time to solutions 

 

 Multi-core processing will speed up the process. 

Additionally, there are a series of simple, logical questions that one can ask or test for to radically 

reduce the work area. This paper is defining work area as the range of values within which we must 

search to find the smaller of the two prime factors of a semiprime.  
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Factoring semiprimes with a dictionary attack  
 

This portion of the paper examines dictionary attacks for factoring pki semiprimes.  

What is a dictionary attack? 

 

A simple dictionary attack against smaller semiprimes would not have been feasible just a couple of 

decades ago. Determining primality chewed up a lot of computer computational resources and the 

number of pre-calculated prime numbers was much smaller. That is not the case today. Computers 

are significantly faster. Many prime numbers have been determined so making a dictionary that 

covers all possibilities for prevalently used modulus strengths is easy to construct. 

https://en.wikipedia.org/wiki/Dictionary_attack#Pre-computed_dictionary_attack.2FRainbow_table_attack  

“In cryptanalysis and computer security, a dictionary attack is a technique for defeating a cipher or 

authentication mechanism by trying to determine its decryption key or passphrase by trying hundreds 

or sometimes millions of likely possibilities, such as words in a dictionary.” wiki 

 “It is possible to achieve a time-space tradeoff by pre-computing a list of dictionary words, and 

storing these in a database. This requires a considerable amount of preparation time, but allows the 

actual attack to be executed faster.” wiki 

The above example looks at known bad passwords (i.e. password, 123456 etc.). A prime number 

dictionary will look at available, pre-computed prime numbers.  

 Prime number dictionary attack  
 

The Whitenoise factoring technique to factor semiprimes  was shown publicly the first time at the 

Telecom Council of Silicon Valley Deep Dive on Security in the Snowden Era at Microsoft on October 

28, 2015. 

While considering optimization of this utility it was recognized that effective use of a prime number 

dictionary attack could augment or in some cases replace the existing factorial utility that exploits 

Newton’s bisection theory and a mathematical volatility test.  

Additionally, there are a series of simple, logical questions that one can ask or test for to radically 

reduce the attack work area and the time needed to factor a semiprime.  

https://en.wikipedia.org/wiki/Dictionary_attack#Pre-computed_dictionary_attack.2FRainbow_table_attack
https://en.wikipedia.org/wiki/Cryptanalysis
https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Cipher
https://en.wikipedia.org/wiki/Time-space_tradeoff
https://en.wikipedia.org/wiki/Pre-computing
http://telecomcouncil.com/blog/news-from-yesterdays-cybersecurity-deep-dive
http://telecomcouncil.com/blog/news-from-yesterdays-cybersecurity-deep-dive
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This paper is defining attack work area as the range of values within which we must search to find the 

smaller of the two prime factors of a semiprime.  

Attack work area 
 

Let’s take a look at attack work area: 

This is an example of a 128-bit semiprime created by multiplying the following two prime number 

values together: 

 

11,114,329 times 11,114,423 = 123529353867167 

 

By adding commas we see that the semiprime value is 123,529,353,867,167. 

A simple brute force attack would test every single number from 1 to 123,529,353,867,167 including 

non-prime numbers to see which number divides evenly into our semiprime value.  When we have 

discovered the small factor because it divides evenly into the semiprime value then we have also 

identified the other, larger factor. 

However, testing over 123 trillion numbers is a BIG task. Doing one test per second of all possibilities 

it would take over 3,900 centuries.  

 

The Telecom Council of Silicon Valley saw such a semiprime being broken in one second. 
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Radical reduction of work space  

 

This is the most important step.  

If we take the square root value of the semiprime then we KNOW that this will bisect the range of 

possible values (123,529,353,867,167) in a manner that insures that one prime factor will fall BELOW 

the square root value and one prime factor will fall ABOVE this value. This is illustrated below where 

we see the semiprime square root value falls between the two prime numbers we multiplied together. 

In our example: 

The square root of 123,529,353,867,167 equals 11,114,376 and we see that: 

 

Factor 1 (11,114,329) <    square root of the bi-prime key - 11,114,376   < Factor 2 (11,114,423) 

 

The above example shows that the square root of a semiprime bisects the number line in the fashion 

desired. 
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The above graphic shows that one of the prime number factor values we are looking for falls below 

the square root of the semiprime.  

By solving for the smaller prime factor value we are reducing our “brute force testable universe” from 

123,529,353,867,167 calculations to 11,114,376 calculations. This is a small fraction of the size of the 

range that would otherwise need to be tested. The reduced attack space to find the small factor in 

attacking integer factorization cryptography is one ten millionth of the value of the semiprime in this 

example. 

That is a significant reduction in work effort to factor semiprimes. 

 Reducing work effort with prime number dictionary 

 

In our example we are looking for a prime number value that falls in the range of 0 to 11,114,376.  

However, in a simple brute force attack we would still be testing non-prime numbers which cannot be 

one of the factors. This is unnecessary. 

There is list after list of prime numbers values that have already been calculated and we can simply 

use only the calculated prime numbers in a dictionary attack to further reduce our searchable area. 

In our example we want to search only the prime numbers between 0 and 11,114,375 which is the 

square root of our semi-prime.  

Using https://primes.utm.edu/lists/small/millions list of the first 50 million prime numbers we see that 

one of the prime number factors to break our example 128 bit value will be found in their list of the 

first million primes.  

 

 

 

https://primes.utm.edu/lists/small/millions
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Since these prime numbers are already calculated, it would be a simple task to incorporate them one 

time into a dictionary attack application. The routine would simply divide every prime number value 

into our semiprime until one of the numbers divides evenly. 

Given the speed of even basic computers solving for one of 1,000,000 possibilities is not a daunting 

task. 

Reducing the testable space further 

 

128 bit semiprime is created by multiplying prime number pairs of the approximate corresponding 

byte lengths.  

All pairs for a 128-bit semi-prime are listed below. 

 8 digit number multiplied by an 8 digit number   

 7 digit number multiplied by a 9 digit number    

 6 digit number multiplied by a 10 digit number   

 5 digit number multiplied by a 11 digit number –  

 4 digit number multiplied by a 12 digit number – etc.  

 3 digit number multiplied by a 13 digit number – there are (aprox) 45  three digit prime 

numbers 

 2 digit number multiplied by a 14 digit number – there are 21 two digit prime numbers 

 1 digit number multiplied by a 16 digit number –  there are 4 one digit prime numbers 

There are only about 35,000 prime numbers that are between 1 and 6 characters long.  

When we exclude the area of one of the smaller digit primes we also exclude its large factor pair as a 

searchable area. For example – excluding a 1 digit prime factor means we don’t have to search in the 

16 digit prime space. (It is also well above the square root of the bi-prime and we are searching for 

the smaller prime number factor.) 

Using the dictionary attack method above, we can rapidly test for one of the factors being between 1 

and 6 digits. That is only 35,000 calculations. If a factor is not found within that range then we have 

further reduced our work space of where we need to search for a prime number factor. 
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Dictionary space and the bisection process 

 

Prime numbers fall along the spectrum of the number line. As the Whitenoise Factorial Utility makes 

each bisection and test and jump, the range of possible prime numbers in our dictionary that contain 

the small factor is being bisected as well and the number of possible dictionary primes needed to be 

searched is dramatically reducing. This keeps reducing calculation times by searching only in the 

possible ranges where the factor resides. 

The square root of a 256-bit, 32-digit semiprime is 16 characters long and falls easily within the 

number of pre-computed prime numbers. Making a dictionary for a similar attack on 256-bit 

semiprimes is already doable without any further calculations. The proportional attack time saving is 

similar in relative magnitude in our example and easily addressed with parallel computing. 

This site has pre-calculated primes up to 100 digits. 
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https://primes.utm.edu/notes/faq/LongestList.html 

“Perhaps the longest lists ever calculated (but not all stored) are those corresponding to the maximal 

prime gape (and twin prime constant) projects.  See Nicely's lists. At the time I last updated this page, 

these projects had found all the primes up to 1018 and are available.”  

Given that all the prime numbers up to 1018 have been calculated, and knowing that attack work area 

is first identified by taking the square root of the semiprime means that dictionary attacks can be 

constructed to factor semiprimes up to 1036 bytes in length.  

“If you want an even longer list, run a sieve program on your machine. Folks quite regularly resieve to 

find all the primes up to 1,000,000,000,000; this should take well less than a minute.” 

As RSA ramps up key length to get any kind of meaningful security strength to contend with this 

vulnerability the computational effort is exploding and more and more cheap or cheaper components 

or devices are being excluded from the universe that can use it. 

The largest prime calculated to date is over 17 million characters long.  

Reducing factor attack space 
 

The following calculation shows how much the attack space in this paper’s example has been 

reduced by starting a factorial process with taking the square root of a modulus semiprime. 

 

 

 

 

 

 

https://primes.utm.edu/notes/faq/LongestList.html
http://www.trnicely.net/gaps/gaplist.html
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Above we see that in using our example and just taking the very first element of the approach of 

starting with the square root of the semiprime that we reduced the attack work space by 99.99999101 

percent. We need to search only 1 ten-millionth (approximately) of the overall space.  

Adding just this step and adapting known attack approaches  is an existential challenge to IFC 

cryptography. 

NIST recommended RSA key strength misconceptions 
 

The typical response is that RSA uses 1024-bit and 2048-bit. That is not true across the board with 

different security functions and contexts. It certainly is not true for all developers implementing 

asymmetric PKI through open source utilities etc. 

And saying that 1024-bit and 2048-bit keys are used is misleading to an uneducated public. 

NIST has determined that 1024 provides only 80-bit strength security and that 2048 provides 

only 112 bit strength.  

The National Institute of Science and Technology (NIST) oversee the recommendations for network 

and data security for the United States federal government. 

The updated recommendations for key strengths can be found at:  

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf 

When we are presented key sizes for integer factorization cryptography like RSA it is easy to get a 

false sense of confidence. It seems sufficient to have 1024-bit and 2048-bit keys (modulus). A 2048-

bit modulus is 258 characters long. 

https://en.wikipedia.org/w/index.php?title=RSA_(cryptosystem)&action=edit&section=15
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
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Integer Factorization Cryptography appears in a death spiral if they do not create a hybrid distributed 

solution and framework because of how much processing they need to do for such little security 

payoff.  

The first note on the following table of NIST recommended key strengths starts by telling us that:  

“The number of bits of security is not necessarily the same as the key sizes for the algorithms in other 

columns, due to attacks on those algorithms that provide computational advantages.” 

 

When we examine IFC modulus key sizes in column 4 it is shocking to see that an IFC e.g. RSA 

modulus of 1024 has true security strength of 80 bits and has already been disallowed by the US 

federal government. (It is highlighted orange.) 

2048 bits is actually equivalent to only 112 bits cryptographic strength since there are proven attack 

techniques already that give a significant computational advantage to hackers 

As shocking, we see that RSA IFC has only one step up that they can use to harden their security 

and that is 3072.  

The story gets worse. At that level IFCs must process 384 character keys in order to achieve only 

128-bit strength protection. A symmetric cipher comparatively needs to process 14 characters to have 

the equivalent strength.  

NIST discounts the next two possible RSA strength increases (highlighted yellow) for interoperability 

and efficiency reasons that are pointed out. 

IFC e.g. RSA seems seriously downgraded from NIST perspective even though the “NIST 
recommendation applies to U.S. government agencies using cryptography for the protection of their 
sensitive, unclassified information.” 
 

https://en.wikipedia.org/w/index.php?title=RSA_(cryptosystem)&action=edit&section=15
https://en.wikipedia.org/w/index.php?title=RSA_(cryptosystem)&action=edit&section=15
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. 

IFC vs symmetric deterministic random number generators 
 

It is problematic at best to rationalize the vastly increased computational effort required to process 

IFC keys of hundreds of characters in length for such little security payoff. 

Comparison of IFC to deterministic random number generators 
 

RSA encryption is an asymmetric, IFC, deterministic encryption algorithm (i.e., has no random 

component). Immediately the concept of operating like a true one-time-pad is excluded.   

Using a symmetric, deterministic random number generator like Whitenoise for key creation has 

significant advantages. Symmetric-key algorithms in common use are designed to have security 

equal to their key length. 

https://en.wikipedia.org/wiki/Deterministic_algorithm
https://en.wikipedia.org/wiki/Symmetric-key_algorithm
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 They can operate as one-time-pads which are the only mathematically proven cryptography 

that is unbreakable. 

 

 They create keys of unlimited length and one key can be used for any key based security 

control. 

The difference in work effort between deterministic encryption algorithms like RSA IFC and symmetric 

key, deterministic random number generators is startling. 

For each calculation 2048 IFCs need to do intense mathematical calculations manipulating 256 

number semiprimes and other complicated mathematical functions to accomplish handshakes, 

encryption and other cryptographic functions.  

Conversely, using a symmetric key, deterministic random number generator like Whitenoise requires 

processing only 10 numbers to achieve the equivalent strength of 1024 80-bit strength encryption or 

process 15 numbers to achieve the equivalent strength of 2048 120-bit strength IFCs.   

And, it uses the fastest function available on a computer, XOr. 

And, it is a one-time-pad. 

And, it uses rational handshakes. 

RSA hashes and signatures 

 

Networks are complicated environments and integer factorization cryptography like RSA is used for 

other security functions like certificates, signatures and hashes. Different security functions use 

different key strengths out of necessity.  

The following code is used for RSA hashes. You can see that in creating a modulus they are 

choosing prime numbers between 1 and 255.  This means we only need to do a dictionary attack with 

the first 54 primes which is the number of primes < 255. 

 

* RSA hash function reference implementation. 

/** 

 * Generates an RSA hash 

 * https://en.wikipedia.org/wiki/RSA_(cryptosystem)#A_working_example 

 * 

http://www.wnlabs.com/pdf/Comparison_of_handshakes.pdf


Rapid Factorization of Semiprimes 
abrisson@wnlabs.com 

 

 

 * @returns {array} Result of RSA generation 

 */ 

 

// generate values 

    var p = random_prime(1, 255), // 8 bit 

        q = random_prime(1, 255), // 8 bit 

        n = p * q, 

        t = (p - 1) * (q - 1), // totient as φ(n) = (p − 1)(q − 1) 

        e = random_prime(1, t), 

        d = modular_multiplicative_inverse(e, t); 

    return { 

     n: n, // public key (part I) 

        e: e, // public key (part II) 

        d: d  // private key 

    }; 

}; 

Internet of Things implications  
 

As we progressively become reliant on the Internet of Things we are becoming increasingly 

vulnerable. This is unacceptable and pki IFC cannot be effectively used in this environment. 

https://simple.wikipedia.org/wiki/RSA_(algorithm)  

Because of the inability for RSA style cryptography to be effectively used in restrictive environments 

we see how system designers are forced to sacrifice security just to be able to get the cryptography 

to operate. 

“Some applications choose smaller values such as  = 3, 5, or 35 instead. This is done to make 

encryption and signature verification faster on small devices like smart cards but small public 

exponents may lead to greater security risks.” wiki 

https://en.wikipedia.org/wiki/Key_size  

Conversely, when looking at an algorithm and deterministic random number generator like 

Whitenoise, it is easy to have world-class cryptographic strength in the smallest devices in IoT with 

communication capability. Whitenoise operates with absolute minimal overhead and can use very 

long keys or one-time-pads even in the most restricted environments. 

http://www.wnlabs.com/pdf/Internet_of_Things_and_Whitenoise_Technologies.pdf
https://simple.wikipedia.org/wiki/RSA_(algorithm)
https://en.wikipedia.org/wiki/Key_size
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Conclusion 

 

The Whitenoise Large Factorial Utility is effective. It can be optimized. 

Starting any widely available sieve method utility with the square root bisection method may 

dramatically speed up those applications by significantly reducing work space. 

Addendums 

 

These addendums look at the algorithms currently used by the US federal government and consider 

their performance and security. 

“In August, 2015, NSA announced that it planned to transition "in the not distant future to a new cipher suite 

that is resistant to quantum attacks. Unfortunately, the growth of elliptic curve use has bumped 

up against the fact of continued progress in the research on quantum computing, 

necessitating a re-evaluation of our cryptographic strategy."  

Note: Whitenoise resists quantum computer attacks because every variable is dynamic and 

Whitenoise Dynamic Identity Verification and Authentication and encryption functions are one-time-

pads.  

 

https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#Side-channel_attacks
https://en.wikipedia.org/wiki/Quantum_computing
http://www.wnlabs.com/pdf/How_does_DIVA_work.pdf
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Advanced Encryption Standard 

 

Earlier we looked at the above chart and we could see that Integer Factorization Cryptography like 

RSA is tapping out because of acute processing and security challenges. 

Looking at the chart we see that DES TDEA (orange) has been superseded as a United States 

Federal Standard by AES, adopted by NIST in 2001.  

It is appropriate to look at how the next three AES security strengths perform. 

AES is a symmetric block cipher.  

This means both the server and the endpoint have an identical copy of the key. This is similar to 

Whitenoise. 

AES cannot operate as a one-time-pad.  

AES has an inverse relationship between strength and performance. The more you increase the 

strength the more you impact performance by having to increase the number of rounds it has to 

perform.  (This is discussed in detail below.) 
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AES has a fixed block size of 128 bits and a key size of 128, 192, or 256 bits. The key size has no 

theoretical maximum. AES operates on a 4×4 column-major order matrix of bytes, termed the state.” 

wiki 

For instance, if there are 16 bytes, b0, b1,..., b15, these bytes are represented as this matrix: 

This approach works in blocks of 16 bytes at a time. The fact that it works at the byte level as 

opposed to the bit level limits its flexibility and creates linearity as we will see. 

 

The tiny blocks are easy to put on small devices but these 4 X 4 matrices have little randomness and 

you cannot input more entropy into a fixed structure. Therefore they have to perform many operations 

over and over again (deterministically) to get to a point where it is reasonably secure to use for 

encryption. 

The number of cycles of repetition are as follows: 

 10 cycles of repetition for 128-bit keys. 

 12 cycles of repetition for 192-bit keys. 

 14 cycles of repetition for 256-bit keys. 

 

For example, in AES, a round consists of the operations SubBytes, ShiftRows, MixColumns, and 

AddRoundKey. That is one round and, to get usable AES, you run that multiple times (plus some 

setup and some post-processing). Thus a round is defined by each cipher and typically consists of a 

number of building blocks that are composed together to create a function that is run multiple times.” 

wiki 

 

 

https://en.wikipedia.org/wiki/Column-major_order
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Above we see the four operations that AES requires for just one round. This needs to be repeated 

over and over, like regrinding hamburger, to get to an acceptable of randomness so it can be used for 

encryption. 
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4 operations times 14 rounds for 256 bit =   56 operations for each 16 bytes 

This is not very efficient. 

 

 

 

AES security 
 

There are questions about AES security. This paper lists only one attack created by Adi Shamir, one 

of the founders of RSA. 

“In October 2005, Dag Arne Osvik, Adi Shamir and Eran Tromer presented a paper demonstrating 

several cache-timing attacks against AES.[33] One attack was able to obtain an entire AES key after 

only 800 operations triggering encryptions, in a total of 65 milliseconds.” 

That is from a decade ago. 

ECC Elliptical Curve Cryptography 
 

“Elliptic curve cryptography (ECC) (Blackberry/Certicom) is an approach to public-key 

cryptography based on the algebraic structure of elliptic curves over finite fields. ECC requires 

smaller keys compared to non-ECC cryptography (based on plain Galois fields) to provide equivalent 

security.” wiki 

  

https://en.wikipedia.org/wiki/Adi_Shamir
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard#cite_note-33
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard#Known_attacks
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography
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“The primary benefit promised by ECC is a smaller key size, and reducing storage and transmission 

requirements. For example, a 256-bit ECC public key should provide comparable security to a 3072-

bit RSA public key.” wiki 

“The U.S. National Institute of Standards and Technology (NIST) has endorsed ECC in its Suite B set 

of recommended algorithms, specifically Elliptic Curve Diffie–Hellman (ECDH) for key exchange and 

Elliptic Curve Digital Signature Algorithm (ECDSA) for digital signature.” wiki  

“However in August 2015, the NSA announced it plans to replace Suite B with a new cipher suite due 

to concerns about quantum computing attacks on ECC.[2]” wiki  

Note:  

WN is not susceptible to quantum computing attacks because it is bit independent, keys are created 

by a mechanical and not an arithmetic function, every variable (subkeys) is dynamic, and it operates 

as a one-time-pad. Given the one-way function of two bytes of first key stream being run through an 

S-box with only one byte emerging for the used key stream means that regardless of speed there is 

no known technique of guessing two bytes of key stream from one byte of captured ciphertext. 

Additionally, the quantum attacker has no knowledge of the master key, the lengths or number of 

subkeys, or the random non-sequential data with which the subkeys are populated. 

Backdoors  

Cryptographic experts have expressed concerns that the National Security Agency has inserted a 

backdoor into at least one elliptic curve-based pseudo random generator.[33] Internal memos 

leaked by former NSA contractor, Edward Snowden, suggest that the NSA put a backdoor in the Dual 

EC DRBG standard.[34] One analysis of the possible backdoor concluded that an adversary in 

possession of the algorithm's secret key could obtain encryption keys given only 32 bytes of cipher 

text.[35] wiki 

Forward secrecy 
 

“ECDHE stands for Elliptic Curve Diffie Hellman Ephemeral and is a key exchange mechanism based 

on elliptic curves. This algorithm is used to provide forward secrecy in SSL.” wiki  

This addendum looks at the difficulty of breaking a 512 bit key. A 512 bit Diffie-Hellman is the strength 

of key analyzed by INRIA Paris-Rocquencourt, INRIA Nancy-Grand Est, CNRS, and Université de 

Lorraine Microsoft Research, University of Pennsylvania § Johns Hopkins, and University of Michigan  

 

 

https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#cite_note-nsaquantum-2
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#cite_note-33
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#cite_note-34
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography#cite_note-35
http://blog.cloudflare.com/staying-on-top-of-tls-attacks
https://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwiDk6_YntzKAhXJMGMKHR-cBt8QFggcMAA&url=https%3A%2F%2Fweakdh.org%2Fimperfect-forward-secrecy-ccs15.pdf&usg=AFQjCNFG39caVsVIdxaQ4d5s5zgNg81nQw&sig2=e9NLCp8OW3mA2l6TdOxPtQ
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when they warned of vulnerabilities and discounted forward secrecy. 

 

Dual_EC_DRBG 
 

Recently, RSA recalled several of their products because this random number generator from 

Blackberry/Certicom was set as the default PRNG.    

“The ECDSA digital signature has a drawback compared to RSA in that it requires a good source of 

entropy. Without proper randomness, the private key could be revealed in Elliptic Curve Diffie–

Hellman (ECDH) key exchange.” wiki 

The elliptical curve pseudo random number generator (PRNG) is not very random. That is in stark 

contrast to Whitenoise which tested as random without a single statistical failure in randomness 

testing against the NIST test suite.  

This kind of testing is not complicated for legitimate security experts to verify. Science is objective. It 

is basic scientific method to test before writing opinions:  

http://www.wnlabs.com/downloads/WNspeedUtilitydemonstrator.zip 

 

 

  

http://arstechnica.com/security/2013/09/stop-using-nsa-influence-code-in-our-product-rsa-tells-customers/
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange#Practical_attacks_on_Internet_traffic
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange#Practical_attacks_on_Internet_traffic
http://www.wnlabs.com/downloads/UVIC_Performance_Analysis.pdf
http://www.wnlabs.com/downloads/UVIC_Performance_Analysis.pdf
http://www.wnlabs.com/downloads/WNspeedUtilitydemonstrator.zip
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Comparison to Whitenoise symmetric stream deterministic random number 

generator, Dynamic Identity Verification and Authentication, and Dynamic 

Distributed Key Infrastructures  
 

How is a Whitenoise key made? 

The subkeys in the infinite data source are populated with random data from a master key. The data 

within each subkey is NOT sequential like in counters and line feed shift registers. 

 

 

Stream ciphers are inherently at least ten times stronger than a block cipher. The data source is 

a deterministic random number generator (DRNG) and there is a unique DRNG key for each 

person/endpoint.   

Looking at the top third of the graphic with the red bracket we see that WN is created from a variable 

number of subkeys of variable prime number lengths that roll out left to right creating an infinite  

http://www.wnlabs.com/pdf/How_is_a_key_made.pdf
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array. The size of this array is not fixed like the small 4 X 4 ones found in AES. The subkey lengths 

are populated with random data from a Master Key. Specifications recommend using 10 to 20 

subkeys with prime number lengths of tens, hundreds and thousands of bytes in length. An 

interesting phenomenon is that as you add more subkeys the resulting data gets more random. You 

cannot add entropy to a system once it is fixed. However, adding subkeys to existing systems will 

increase the resulting entropy in the larger resulting system. If a system needed to be hardened it can 

be done on the fly by adding subkeys which will deterministically change the keys and create a 

system with more entropy.  

Key creation is very rapid as corresponding bits between subkeys are XOr’d in a vertical manner. 

This means two things: 

1. There is no linearity in the emerging key stream. 

 

2. Each bit of the initial key stream (before the S-Box) is completely independent and unrelated to 

any of the subsequent bits. This means that capture of a portion of a key cannot tell us 

anything about the entire key or the subkeys. 

Running the key stream through the S-Box creates another one-way-function. 16 bits of the key 

stream are appended together and pushed into the S-Box. Only byte emerges which is used in the 

cipher stream. A hacker cannot go backwards and guess two bytes from one byte of information.    
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-- 

Key setup begins at an initialization vector (offset) and creates a key stream (1 operation). 

The key stream is run through an S-box to create a one-way-function. 

And then plain text is encrypted. 

There are three operations at key setup versus 56 operations for every 16 bytes with AES. The key is 

set up. There is only the single XOr operation thereafter. XOr is the fastest function on a computer.  

That is a significant increase in efficiency. 

Whitenoise creates key streams of unlimited length and therefore can be used as a one-time-pad 

and can be used for all key based security functions. 

The data source is derived from a variable number of prime number length subkeys. A device only 

needs to store the key structure information (DNA). Just 72 bytes of key structure can create a 100 

billion byte long key. Just multiply the ten smallest prime numbers together to illustrate the 

relationship. WN can easily use keys that are quadrillions of bytes long. 

Whitenoise did not even have any anticipated statistical errors in randomness against the NIST test 

suite. The test suite was set up at an order of magnitude more difficulty in a performance analysis at 

the University of Victoria, British Columbia sponsored by the National Research Council of Canada. It 

allowed only one statistical error for every thousand rounds. In extended testing against a super 

computer array there was not a single statistical error. It tested random with only one round. 

(Compare that to AES that needs 14 rounds of computations before it is random enough to use.) 

David Wagner, a world famous cryptographer from UC Berkeley who has testified to Congress and 

worked on TwoFish, said in the Whitenoise security analysis: 

“With the recommended parameters, Whitenoise uses keys with at least 1600 bits randomness. 

Exhaustive search of 1600 bit keys is completely and absolutely infeasible. Even if we hypothesized 

the existence of some magic computer that could test a trillion-trillion key trials per second (very 

unlikely!), and even if we could place a trillion-trillion of these computers somewhere throughout the 

universe (even more unlikely!), and even if we were to wait a trillion-trillion years (not a chance!), then 

the probability that we would discover the correct key would be negligible (about ½ to the 1340 power 

which is unimaginably small). Hence, if keys are chosen appropriately and Whitenoise is implemented 

correctly, exhaustive key search is not a threat.” 

Neither could Wagner find any mathematical attacks. 

Whitenoise operates as a one-time-pad. RSA IFC, AES or ECC don’t operate as one-time-pads. One-

time-pads are the only mathematically proven unbreakable key technology. 

The PKI keys used in the multichannel paradigm cannot be broken or stolen and used for illegal 
network access without detection by DIVA.  

http://www.wnlabs.com/downloads/UVIC_Performance_Analysis.pdf
http://www.wnlabs.com/downloads/UVIC_Performance_Analysis.pdf
http://www.wnlabs.com/pdf/Wagner_Security_Analysis.pdf
http://www.wnlabs.com/pdf/How_does_DIVA_work.pdf
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Attacks prevented by Whitenoise 
 

 Man-in-the-Middle attacks are prevented because there is no key exchange during sessions. 

Keys are pre-distributed and pre-authenticated and NEVER transmitted again. Offsets update 

independently. 

 

 Side Channel attacks are prevented because all operations are order 1 after key load and 

because there is no access to the key. Side channel attacks exploit vulnerabilities created by 

static implementations. The master key continues to refresh the random data in any registers, 

counters or chips in physical implementations so that the randomized data used therein is 

used only one time. 

 

 Mathematical and factoring attacks are prevented because keys are created by a binary 

mechanical process as opposed to arithmetic ones requiring multiplication and mods.  

 

 Botnet attacks are prevented by configuration with server so the botnet never has access to all 

the key material to authenticate data being sent OUT of a network or computer.  

 

 Brute force attacks are not feasible with the continually changing dynamic offsets.  

 

 Denial of service attacks can be prevented by exploiting unbreakable identity and a proxy for 

secure network access so that hackers could never get on a network.  

 

 Quantum computing attacks are prevented because every variable is dynamic and it operates 

as a one-time-pad. 

Whitenoise Key characteristics  
 

Both the server and the endpoint have an identical copy of the key. The server continually has the 
endpoint identify itself by sending tokens that are compared bit by bit. If they are identical, the session 
continues and both the server and endpoint update their current offset by jumping ahead in the key 
stream by the length of the token plus one. No keys or offsets have been transmitted and the server 
and the endpoint are synchronized. 

 

 The key is a unique, exponential, deterministic random number generator (DRNG) data source.  
 

 The Telco or service provider receives a master key (MRNG).  
 
 
 

http://www.wnlabs.com/technology/SideChannelAttackResearch.php
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 The Telco can make an unlimited number of client account keys and distributes them to their 
customers or network endpoints one time.  
 

 The unique, private, account keys create key streams of unlimited length and are deterministic RNG 
themselves. (Key structure storage requires little space.)  
 

 The endpoint’s unique, distributed, private key creates an infinite number of unique one-time-pad 
tokens (small key subsets) from that one-time-distributed key.  
 

 We know where each key-based cryptographic call or control is being called from in the key stream 
by tracking current dynamic offsets. We track different current dynamic offsets which are pointers or 
indexes into the key stream for each different, key based, network security control. 
 

 The keys and tokens can be of ANY bit strength. 
 

 Smaller tokens for authentication can be safely used because DIVA operates as a dynamic, 
continuous, one-time-pad. 
 

 Because the keys are unique they provide authenticated encryption for storage or transmission with 
provenance and identity.  
 

 Because keys use the fastest function available on computers it is always as fast as the hardware.  
 

 Because the keys are bit independent they can be parsed for secure key storage separating key 
structure and offsets.  
 

 We can use the same key for any use endlessly because the keys are deterministic and of infinite 
length. 

 

The following presentation shows why: 

http://www.wnlabs.com/papers/Whitenoise_Overview_Short.pdf 

  

http://www.wnlabs.com/papers/Whitenoise_Overview_Short.pdf
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Handshakes 
 

One of the themes examined is the exploding amounts of computation required to create and use 

RSA, AES and ECC keys. The handshake to establish key agreement also exasperates the high 

overhead. 

Whitenoise is the only distributed cryptosystem that has secure distributed handshakes that are not 

vulnerable to man-in-the-middle attacks. These are among WNL global patents. 

Secure distributed handshake Diffie-Hellman handshake 

 

It is striking to see the difference in complexity and overhead when compared to public key 

handshakes. http://www.wnlabs.com/pdf/Comparison_of_handshakes.pdf 

http://www.wnlabs.com/pdf/Comparison_of_handshakes.pdf
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In the example above of a Diffie-Hellman handshake we see there are nine different steps for key 

agreement etc. Step number 6 is where a session key is shared with a complex mathematical formula 

that we see below: 

.  
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Dynamic Distributed Key Infrastructures Handshakes [DDKIH] 

Simplest 

 

DDKI is a symmetric distributed key framework. Keys are pre-authenticated and pre-distributed. After 

ONE TIME DISTRIBUTION there is never transmission of private keys. Both the server and the 

endpoint have an identical copy of the key. The authentication server has copies of all the keys on its 

network. Each endpoint or person has a unique key.   

In this simplest configuration there really isn’t a handshake. Alice encrypts a message with her private 

key and sends it. When it hits the server, the server looks to see if Bob is on the system. If so, then 

the server transcripts the message in real-time in a streaming fashion from being encrypted in Alice’s 

key to being encrypted in Bob’s private key. The server sends that to Bob who decrypts it with his 

own key. 

Transencryption is very fast even though it adds two steps because it is a XOr function.   
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This configuration is okay in some environments like intranets, military mesh networks where there is 

no communication outside the network etc.  

It is desirable to be able to create session keys to establish point-to-point connections 

bypassing the server   

 

In this handshake Alice with a unique private key pkA requests a link with Bob, pkB. 

The server creates a session key from its master key. 

The server authenticates Alice, retrieves pkA and encrypts the session key with pkA. It sends the 

encrypted session key and an identifier to Alice. 
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Alice decrypts the session key with her private key, encrypts her message with the session key, and 

sends the encrypted message and identifier to Bob. 

Bob requests the session key from the server and sends the identifier. 

The server authenticates Bob, retrieves his private key pkB, encrypts the session key with pkB and 

sends it to Bob. 

Bob decrypts the key with pkB. 

Alice and Bob now share the session key and can have point-to-point communications that do not 

pass through the key server where it could possibly be captured or copied. 

--- 

 

Test WN keys. It’s simple. Please download materials and a key generation and speed testing utility.  

http://www.wnlabs.com/news/Tata_Labs_Whitenoise_Total_Network_Security.php 

 

 

http://www.wnlabs.com/news/Tata_Labs_Whitenoise_Total_Network_Security.php

