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State of the Art enterprise class networks and compute resources 

Dynamic Distributed Key Infrastructures 
 

Dynamic Distributed Key Infrastructures (DDKI) are virtual, distributed key, tiered, hierarchical networks 

comprised of components and endpoints enabled with Dynamic Identity Verification and Authentication 

(DIVA). 

Ironically it is the simplest of concepts that create the most disruption and dissonance. This is because 

the simpler the idea the broader the number of areas where it can be effectively exploited. Because of 

this they also have the most revenue potential.  

As an example of something that the entire globe uses daily but is not familiar with the back-story is  

Tesla offering state-of- the-art “alternating current” solutions and Edison determined to hold on to an 

electric utilities monopoly based on “direct current” solutions.  

The irony is that both approaches could, and should, live in harmony with proper design to leverage the 

best characteristics of one another. 

Keeping it simple and following the Tesla/Edison comparison.  

Computing Infrastructure 
 

There are only two options in secure enterprise class network frameworks and compute resources 

•  Public Key Infrastructures, asymmetric frameworks (broken badly) 

•  Dynamic Distributed Key Infrastructures, symmetric, distributed virtual frameworks  

(never proven to be  breakable)  

Fundamental differences between PKI and DDKI systems can be studied at the following links: 

http://www.wnlabs.com/pdf/Telecom_Council_Silicon_Valley_Deep_Dive_on_Security_Snowden_2015

_Draft.pdf 

The fundamental difference between the PKI and DDKI handshakes can be studied here: 

http://www.wnlabs.com/downloads/Comparison_of_handshakes.pdf 

 

Security is the number one requirement and dictates what network architectures and frameworks will 

look like and what services and capabilities are necessary and available.  

 

http://www.wnlabs.com/pdf/Telecom_Council_Silicon_Valley_Deep_Dive_on_Security_Snowden_2015_Draft.pdf
http://www.wnlabs.com/pdf/Telecom_Council_Silicon_Valley_Deep_Dive_on_Security_Snowden_2015_Draft.pdf
http://www.wnlabs.com/downloads/Comparison_of_handshakes.pdf
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There are only three components to create secure cryptosystems within those frameworks: 

•  key creation  

•  key distribution  

•  key management  

Whitenoise, Dynamic Identity Verification and Authentication (DIVA), and Dynamic Distributed Key 

Infrastructures (DDKI) offer a simplified, revolutionary approach. In cryptography it probably represents 

the same order of magnitude impact that alternating current represented in relation to direct current 

solutions in electrical sciences. 

Recent communication through an MIT program to a military security lab raised the following 

comments:  

“In general, the military is not interested in security controls with a single key – they usually want 

multiple levels of security.” 

 “We see this statement, distributed technologies prevent all cyber-attacks and perform all network 

security controls with a single key and we immediately run the other direction.” 

These comments highlight easily avoided misconceptions about Whitenoise technologies and a lack of 

basic curiosity, due diligence and scientific method in evaluating them. So let’s address the basics right 

away. 

 

 

One key  
 

 The key is an exponential deterministic random number generator (RNG) data source. 

 

 The Telco or service provider receives a master key (RNG). 

 

 The Telco can make an unlimited number of client account keys and distributes them to their 

customers or network endpoints one time. 
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 The unique, private, account keys create key streams of unlimited length and are deterministic 

RNG themselves. (Key structure storage requires little space.) 

 

 The unique, endpoint, distributed, private keys create an infinite number of unique one-time-

pad tokens (small key subsets) from that one-time-distributed key. 

 

 We know where each key-based cryptographic call or control is being called from in the key 

stream by tracking current dynamic offsets. 

 

 We track different current dynamic offsets which are pointers or indexes into the key stream for 

each different, key based, network security control. 
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Key characteristics 
 

 The keys and tokens can be of ANY bit strength.  

 

 Smaller tokens for authentication can be safely used because DIVA operates as a dynamic, 

continuous, one-time-pad. 

 

 Because the keys are unique to each endpoint or device they provide authenticated encryption 

for storage or transmission with provenance and identity. 

 

 Because keys use the fastest function available on computers it is always as fast as the 

hardware. 

 

 Because the keys are bit independent they can be parsed and cut up and reassembled. This 

insures secure key storage separating key structure and offsets.  

 

 In hardware (like FPGAs) 2 bytes per clock cycle are processed. Speed is scalable by adding more 

threads. The fastest RSA algorithm (Spritz 2014) needs 24 clock cycles to process one byte.  AES-

NI needs 28 clock cycles per byte. Both Spritz and AES-NI are slow and computationally 

intensive.  

Whitenoise, DIVA and DDKI resist all known and anticipated cyber attacks 
 

 Man-in-the-Middle attacks are prevented because there is no key or offset exchange during a 

session.  

 

 Side Channel attacks are prevented because all operations are order 1 after key load and 

because there is no access to the master key.  

  

 Mathematical and factoring attacks are prevented because keys are created by a binary, 

mechanical process and not an arithmetic process. 

 

 Botnet attacks are prevented by configuration with another server so the botnet never has 

access to all the key material needed to authenticate data being sent OUT of a network or 

computer.  

 

 Brute force attacks are not feasible with the continually changing dynamic offsets. 

  

 Denial of service attacks can be prevented by exploiting unbreakable identity and a proxy for 

secure network access so that hackers could never get on a network. 

  

http://www.wnlabs.com/pdf/How_is_a_key_made.pdf
http://www.wnlabs.com/pdf/Internet_of_Things_and_Whitenoise_Technologies.pdf
http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf


Whitenoise technologies enterprise class networks and compute resources 

 Quantum computing attacks are prevented because every variable can be variable. 

-- 

Alternating current and direct current can work together; so can PKI and DDKI.  

New Whitenoise technologies work seamlessly with any existing security frameworks and controls. 

There is no direct integration with your existing technologies. They work in parallel. Generally DIVA is 

invoked as a session manager at single-sign-on network access. 

And since the military likes multiple layers of security PKI elements can be used with DDKI to create a 

two channel (asymmetric and symmetric), multi-factor authentication challenge to hackers where they 

have to break two keys simultaneously, one of which is a dynamic-continuous-one-time-pad, for each 

and every break or breach attempt.  

Automatic resiliency  
 

 “In computer networking Resiliency is the ability to provide and maintain an acceptable level 

of service in the face of faults and challenges to normal operation.  Threats and challenges for services 

can range from simple misconfiguration and large scale natural disasters to targeted attacks. As such, 

network resilience touches a very wide range of topics. In order to increase the resilience of a given 

communication network, the probable challenges and risks have to be identified and appropriate 

resilience metrics have to be defined for the service to be protected.” 

-- 

Networks globally are under threat from nation state cyber warfare, stateless activistists, terrorists, 

hacktivists, criminal gangs and a broader spectrum of cyber threats than ever before. 

It is best to keep problems out of the networks with effective identity techniques and secure network 

access in the first place. 

Detection 
 

Dynamic Identity Verification and Authentication (DIVA) provide continuous, dynamic, one-time-pad 

authentication calls to network endpoints. 

A characteristic of this approach is inherent intrusion detection. In Dynamic Distributed Key systems (a 

secure network of networks) the server has copies of all the unique, private, endpoint keys on its own 

network. These keys MUST remain synchronized between the server and endpoint. Detection is 100% 

accurate and does not require human intervention. 

https://en.wikipedia.org/wiki/Resilience_(network)
https://en.wikipedia.org/wiki/Service_(systems_architecture)
https://en.wikipedia.org/wiki/Fault_(technology)
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It is likely pregnancy – a woman is pregnant or not. Likewise the endpoints and the server are 

synchronized or not. 

 

 

 

ILLUSTRATION 1 – DYNAMIC DISTRIBUTED KEY INFRASTRUCTURE 
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ILLUSTRATION 2 – DIVA AUTHENTICATION CALL INITIAL STATE 
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ILLUSTRATION 3 – DIVA AUTHENTICATION AND RESYNCHRONIZATION 
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ILLUSTRATION4 – DIVA TWO OUTCOMES LEGITIMATE USER FIRST 
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ILLUSTRATION5 – DIVA TWO OUTCOMES THEORETICAL HACKER FIRST 
 

 

 

 

An additional kind of network detection is the ability to see or know whether components on a network 

have broken down or are no longer working properly (i.e. utilities), or in the case of military assets, have 

disappeared altogether. 

When an authentication call is not answered correctly or at all, the account is automatically locked 

without human intervention. This will prevent cascading negative network effects and allow system 

administrators to evaluate the situation. During this time the situation is not worsening. 
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Automatic regeneration 
 

A previous submission covers the topic of backing up certificate authorities and essentially being able to 

switch to mirror sites without interruption of service. That material is available in your archive and so 

will not be repeated. 

Automatic regeneration implies dynamic, ongoing, calculation of data and streaming of data. 

Continuous computing or calculation is likely used in a situation like tracking the moment-by-moment 

positioning of a space craft. Continuous streaming contexts might look like high volume continuous 

streaming of data from drones and surveillance satellites. 

Let’s look at an example: 

“RTP-MIDI (also known as AppleMIDI) is a protocol to transport MIDI messages within RTP (Real-time 

Protocol) packets over Ethernet and WiFi networks. It is compatible both with LAN and WAN application 

fields. Compared to MIDI 1.0, RTP-MIDI includes new features like session management, device 

synchronization and detection of lost packets (with automatic regeneration of lost data). RTP-MIDI is 

compatible with real-time applications, and supports sample-accurate synchronization for each MIDI 

message.” 

The DDKI network framework performs all operations (and storage) with authenticated encryption. This 

ensures that data is always in a protected state and imposes identity and provenance on the persons, 

endpoints and data on the system.  

Whitenoise when used for encryption does not bloat or add data volume and it is data agnostic. This is a 

characteristic that simplifies and enables interoperability. Any receiving endpoint can decrypt and 

convert data to any format required. 

Lost packets or lost synchronization results in corruption of the stream of data. In traditional 

cryptosystems, reframing is required on corrupted encrypted streams. This means moving backwards to 

the last “good” frame and then repeating the processes to recreate the same stream. 

While that is just as easy to do with Whitenoise as traditional cryptography, Whitenoise is characterized 

by being “bit independent.” This means that no single bit is related (mathematically) to any other bit in 

the stream. Corruption of the stream (when packets aren’t lost) is usually because of flipped bits. With 

Whitenoise, if a bit is flipped it is simply unencrypted. That bit could still be available for use on 

reassembly and it would take a large section of corrupted stream for us to notice (like hearing a click).    

The following paper examines Whitenoise packet handling at the data link layer which covers the 

Whitenoise approach to handling packets, missing packets, packets arriving out of order etc. at the data 

link layer for real time transmission and application.   

https://en.wikipedia.org/wiki/RTP-MIDI
https://en.wikipedia.org/wiki/Real-time_Transport_Protocol
https://en.wikipedia.org/wiki/Real-time_Transport_Protocol


Whitenoise technologies enterprise class networks and compute resources 

If and when reframing or recalculation is necessary we can identify and index the point just before 

transmission was interrupted and retransmit or recalculate. We do so at the fastest speed possible 

which is the top end speed of the hardware involved. This then ensures the fastest resynchronization if 

the missing steps are required or instant resynchronization if we just need to move forward from that 

instant accurately.  

Please see an examination of packet handling which has been previously uploaded or visit:  

http://www.wnlabs.com/downloads/Tunnel_Distributed_Keys_distributing_more_keys.pdf  

 

Automatic hardening of network assets 
 

To the list of desirable capabilities we add the ability to harden networks in real time. One can imagine a 

war scenario where there is fear about the security of communications. Whitenoise is a deterministic 

random number generator and Whitenoise keys are comprised of a variable number of variable prime 

number length subkeys. 

It is possible to electronically distribute additional subkeys to network endpoints and deterministically 

perturb the distributed private keys and output.  

This might be pertinent if one thought endpoint private keys were compromised. 

In a state of heightened security, it would be possible to increase the encryption strength and change 

the distributed private keys deterministically by sending additional subkeys. Anticipate a scenario, for 

example, where we want to increase the strength of security from 1600 bit by an order of magnitude to 

16,000 bit. The subkeys can be safely distributed with an update style utility like Windows Update 

because the hackers have no knowledge of the private keys that have been previously distributed. 

It will be pertinent over time as computers and resources keep getting faster and faster. As the 

capabilities of networks evolve the level of security will evolve with it always staying ahead of the threat 

curve. 

Description pointers 
 

 

There is already a body of materials for review on site. Please see an upcoming presentation for the 

Telecom Council of Silicon Valley. 

Deep Dive on Security in the Snowden Era 

 

http://www.wnlabs.com/downloads/Tunnel_Distributed_Keys_distributing_more_keys.pdf
http://www.wnlabs.com/pdf/Telecom_Council_Silicon_Valley_Deep_Dive_on_Security_Snowden_2015_Draft.pdf
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Technology Readiness Level  
Please review the uploaded Operational Resource Guide 

Pilot 

http://www.wnlabs.com/pdf/TCSV_Showcase_Telecom_Security_Pilot.pdf 

Supporting documentation, prototypes, demonstration utilities etc.  

http://www.wnlabs.com/technology/presentations.php 

Complete reference guide and site map 

This document provides easy reference to presentations and descriptions of Dynamic Distributed Key 

Infrastructures (DDKI) virtual frameworks, Dynamic Identity Verification and Authentication (DIVA) and 

Whitenoise.  

http://www.wnlabs.com/pdf/Whitenoise_Site_Map_and_Resource_Guide.pdf 

 

Hardware deployments 

A study was recently completed on techniques to prevent side channel attacks on cryptosystem 

deployments in hardware, particularly centered on a great area of interest for telecoms – hardware 

based trust and identity. 

Additionally, a patent has been filed describing this approach. 

Notable to this process is that Whitenoise is the only national security level cryptographic technology 

that can be deployed effectively on cheap, prevalent and restrictive components like sensors, PICs, SIMs, 

registers, circular shift registers, line feed shift registers, counters, key rings, and the majority of 

components becoming prevalent in the Internet of Everything and which are presenting real areas of 

vulnerabilities to our networks and critical infrastructures.  

http://www.wnlabs.com/pdf/WN_Side_Channel_resistant.pdf 

 

Whitenoise Side Channel Attack Resistant Implementation Patent filing 

 

 Please see the patents page on the web site for list of granted patents, collaborative opportunities and 

joint research, development and commercialization: http://www.wnlabs.com/about/patents.php  

 

http://www.wnlabs.com/pdf/TCSV_Showcase_Telecom_Security_Pilot.pdf
http://www.wnlabs.com/technology/presentations.php
http://www.wnlabs.com/pdf/Whitenoise_Site_Map_and_Resource_Guide.pdf
http://www.wnlabs.com/pdf/WN_Side_Channel_resistant.pdf
http://www.wnlabs.com/about/patents.php
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Is there a need? Is there a market? 

 

http://www.cnbc.com/2015/09/02/the-new-global-cyberwar-without-boundaries-or-winners.html  

 

 

 

abrisson@wnlabs.com  

http://www.cnbc.com/2015/09/02/the-new-global-cyberwar-without-boundaries-or-winners.html
mailto:abrisson@wnlabs.com

