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Abstract—Two design techniques improve the robustness of
Whitenoise encryption algorithm implementation to side-channel
attacks based on dynamic and/or static power consumption. The
first technique conceals the power consumption and has linear
cost. The second technique randomizes the power consumption
and has quadratic cost. These techniques are not mutually
exclusive; their synergy provides a good robustness to power
analysis attacks. Other circuit-level protection can be applied on
top of the proposed techniques, opening the avenue for generating
very robust implementations.

I. INTRODUCTION

In the challenge of securing Internet communications,
Whitenoise Laboratories has proposed a stream-cipher
algorithm [1], [2], [6], [7]. This technology can be used in
applications such as identity management, secure network
access, dynamic authentication, intrusion detection, automatic
revocation, as well as encryption. The Whitenoise algorithm is
rather simple; thus, its implementation will need only reduced
silicon area or a low-end microcontroller (such as, PIC from
Microchip Tech [3]), and exhibit low power consumption,
being particularly suitable for use in portable electronics. The
Whitenoise encryption algorithm survived a large number of
brute force attacks mounted on a computer array during a
performance analysis conducted by Traoré and Liu [4] at the
University of Victoria, Canada. As described by Wagner [5],
no mathematical attack breaking Whitenoise was found in his
security analysis at the University of California at Berkeley.
As a result, the algorithm is considered to be highly secure.

The deployment of a cryptosystem introduces new physical
variables. Its physical implementation provides side-channel
information that attackers can use to reveal the secret key
and fixed data therein. As the encryption activity depends
on the secret key, attacks based on power analysis [8], [9],
[19] exploit the correlation between the data, operations, and
power consumption. The popular Field-Programmable Gate
Arrays (FPGA) are notable for their large power consumption,
and that leads to vulnerable implementations [17], [18]. It
is worth mentioning that the cost needed to mount power
attacks ranges from thousands of dollars in the case of simple
cryptosystems to tens or hundreds of thousands of dollars for
more complex cryptosystems. In any case, this vulnerability is
a major concern for the builders of cryptosystems.

There are two main techniques to increase the robustness
to side-channel attacks of cryptosystems [10]: (i) hiding
(or concealing), which makes the power consumption
independent relative to the processed data and/or operations,

and (ii) masking, which randomizes the power consumption.
In this paper, both techniques are considered in securing
the Whitenoise hardware implementation or as an adjunct to
randomize the power consumption of other cryptosystems.
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Fig. 1: Common Whitenoise algorithm implementation.
Figure 1 shows a common implementation of the

Whitenoise algorithm, which consists of prime-length Circular
Shift Registers (CSR) storing randomized subkey data, whose
outputs are XOR’d and sent to an S-box for delinearization
[1], [2]. The number of CSRs, their lengths, and their byte
values are configurable, being populated and re-populated from
a Master Key. It is a concern that this implementation might
be vulnerable to attacks based on power consumption and
Hamming distance [11]. In this paper we propose design
techniques that remove this weakness, rendering an encryption
implementation with increased robustness to such attacks. Our
contributions are as follows.

1) A design technique based on cell replication, which
provides a high degree of concealment of the CSR
power consumption.

2) A design technique based on signal polarity inversion,
which further removes the power consumption
dependence on the Hamming distance.

3) A design technique based on fake keys, which
randomizes the power consumption of the CSRs.

The paper is organized as follows. Section II summarizes
the Whitenoise encryption algorithm. Section III discloses a
power concealment technique, whereas Section IV discloses
a power masking technique. Section V provides detailed
discussions of the achieved security versus the cost of the
implementation. Section VI concludes the paper.



II. WHITENOISE ENCRYPTION ALGORITHM

The implementation of the Whitenoise algorithm shown in
Figure 1 is based on Circular Shift Registers (CSR), which
store randomized subkeys whose number, lengths, and byte
values are defined by the secret master key (for clarity, only
four registers with 3, 5, 7, and N cells, respectively, are shown).
These registers loop infinitely, their outputs being XOR’d. The
XOR outputs are sent to an S-box for delinearization.

In a common hardware implementation scenario, each CSR
is manufactured with the largest number of cells allowed by
the algorithm and cost of the chip. Based on randomized data
from the master key, a set of selectors (not figured) will define
the length and byte values of each CSR. For the sake of
presentation, assume that the maximum configurable length
of a subkey in the implementation is 11. Also assume that one
of the circular shift registers has seven cells, whose configured
byte values are A, B, C, D, E, F, and G (the letters are used in
ascending order for clarity only, as they do not represent static
values). Figure 2 presents the evolution of the 7-cell CSR over
seven cycles. Due to the circular operation, only the position
of the bytes stored into main (blue) loop change, not their
values. Thus, main loop’s total power consumption does not
change from cycle to cycle (but it can change when its subkey
is reloaded). On the other hand, the stub of four (red) cells,
which operates in parallel with the main (blue) loop, exhibits a
periodic power consumption (ABCD, GABC, FGAB, EFGA,
DEFG, CDEF, BCDE) having the period equal to the length
of the CSR. This is a major leak of side-channel information
that can be used to reveal the number and the lengths of the
circular shift registers, and ultimately a static secret key [11].
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Fig. 2: A 7-cell circular shift.

By deactivating the red stub (e.g., by forcing it in an idle
state), the periodic component of the power consumption is
eliminated. However, this approach only slightly improves the
robustness to power attacks. As the levels of the dynamic and
static (leakage) power consumptions of the main (blue) loop
still depend on the Hamming distance, they can change when
the secret key is reloaded. In particular, leakage-based attacks
have been proven highly successful [9], [13]–[15]. As leakage
power is a large fraction of the total power consumption in
modern technologies, this problem cannot be neglected.

We next present a technique that conceals the static and
dynamic power consumptions. It has strong beneficial effects
in Whitenoise robustness to power-based attacks.

III. TECHNIQUES TO CONCEAL POWER CONSUMPTION

To conceal the periodic component of the power
consumption of the red stub, we propose to deploy a second
(green) stub, such that the total number of cells in the red and
green stubs equals the number of cells in the blue (main) loop.
This technique is illustrated in Figure 3. It is apparent that the
byte values in the red+green part are identical to those in the
blue part; thus, the power consumption of the red and green
part equals the power consumption of the blue part, which,
as described, is itself a constant due to the circular operation.
Unfortunately, the static power consumptions of both the blue
and red+green parts depend on Hamming distances, being
a source of information leak. As mentioned in the previous
section, this is a serious security threat.
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Fig. 3: A secured 7-cell circular shift register.

The dynamic and static power consumptions are concealed
by driving the red+green part with inverted signals (Fig. 4).
This way, since the number of cells in logic ’1’ equals
the number of cells in logic ’0’ at any time instance, the
dependence of the power consumption on Hamming distance
is removed with no additional hardware. Since the power
consumption is now independent of the secret key, the attacker
is no longer able to obtain side-channel information by, for
example, stopping the clock and measuring the leakage.
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Fig. 4: A highly secured 7-cell circular shift register.

The manufacturing technology exhibits variations with
process and temperature. Since component mismatches will
always exist, different cells in the implementation will not have
equal power consumptions. As a result, security techniques
based on power concealment suffer from technological
limitations. The next section addresses this issue, and proposes
an additional layer of protection based on power masking.

IV. TECHNIQUES TO MASK POWER CONSUMPTION

We propose to replicate each register N − 1 times (where
N is the total number of registers), such as the original
register runs its own subkey to produce real randomized data,
whereas its replicas run the subkeys of the other registers to
produce fake randomized data. This technique is exemplified
in Figure 5, where the Register 1 replica runs the key bytes of
the original Register 2, and the Register 2 replica runs the key
bytes of the original Register 1 (note that Bytes H1 and H1
in the Register 2 replica are dummy data; they are needed
since the Register 2 feedback is longer than the Register 1
feedback). The reasoning behind this technique is to run each
of the subkey byte values with every CSR length, thereby
decorelating the items of information they may carry.

It should be observed that the attacker does not have access
to any of the replicas’ outputs, as they are not routed to circuit’s
pins. Without knowledge on these outputs, it is very difficult
(if not impossible) to launch side-channel attacks on replicas
themselves; this makes the masking technique highly secure.
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Fig. 5: A masked implementation.

Assume N = 10. Then, there will be N ×N −N = 10×10−

10 = 90 registers running fake data. As a result, the residual
power consumption due to mismatching will generate 90%
fake side-channel information misleading the attacker. This
represents an order of magnitude improvement in robustness
achieved at a quadratic cost. At this point it should be
mentioned that adding the masking technique on top of
the hiding technique requires further investigation, as the
effectiveness of combining hiding with masking is under
intense debate [21].

To summarize, the following physical transformations are
proposed to build a robust Whitenoise implementation.

• The addition of a second (green) stub to force the total
power consumption of the red+green part constant.
This technique aims to conceal the power consumption
of the circular shift registers and their stubs.

• The change in signal polarity for both stubs, which
aims to remove the dependence on both dynamic and
static power consumptions on Hamming distance.

• The replication of the circular shift registers, such
that the replicas will run fake subkeys. This technique
aims to randomize the power consumption, thereby
misleading the attacker.

It is important to emphasize that the proposed techniques
address the security problem at the conceptual level. Other
security techniques at the circuit level can be used on top of
the presented techniques. For example, dual-rail logic can be
an interesting option for more advanced implementations [12],
[16], [20]. This is left for future work.

V. DISCUSSIONS

There are concerns that the straightforward (which is also
the cheapest) Whitenoise implementation might be vulnerable
due to the periodic activity within CSRs [11]. Depending
on the application cost and required security level, measures
can be taken to defend the implementation. Techniques based
on concealing and masking the power consumption have
been presented. From a fabrication perspective, this opens
the avenue of trading the security level for the cost of
implementation. Possible scenarios are described below.



The straightforward (non-secured) implementation is
the cheapest one and offers the lowest level of robustness
to power attacks. It is appropriate when the equipment for
power signal acquisition is more expensive than the gains to
be obtained from breaking the cryptosystem (such as bus or
museum passes), or when the attacker does not have physical
access to the cryptosystem (for example, when Whitenoise is
either behind secure perimeters or it is used to randomize the
power consumption of different cryptosystems like AES NI
from Intel or PAX from Princeton University).

The power concealment protection, which has a linear
cost (in the worst case scenario all the shift registers are
duplicated, doubling the silicon area), can be used to protect
portable electronics devices. Possible applications include
smartphones, wearable electronics, etc.

The power masking protection has a quadratic cost, as
each of the N registers is replicated N −1 times. This technique
opens up the avenue for further research, as the efficiency
of combining hiding with masking is still an open question
[21]. Possible applications would include hard-disks and USB
memory keys with hardware encryption.

It is mentioned that the robustness of a cryptosystem
implementation is difficult to achieve and has been a
weak chain in the efforts of providing a trusted computing
platform for many years [8], [10]. Power concealment through
replication has been previously attempted; see, for example, the
dual-rail logic family [20]. Although our replication technique
is specific to Whitenoise, it only requires the duplication of
a part of the chip (namely, the stubs), whereas the dual-rail
logic doubles the chip area. Due to its two-phase operation
(precharge, evaluate), the dual-rail logic significantly increases
the dynamic power consumption. In contrast, our technique
can be implemented in standard logic, thereby maintaining the
dynamic power consumption at acceptable levels.

VI. CONCLUSION

Circuit design techniques based on replication improves the
robustness of Whitenoise encryption algorithm implementation
to side-channel attacks based on power consumption. The
first technique conceals the power consumption and has linear
cost. The second technique randomizes the power consumption
and has quadratic cost. The synergy of these two techniques
provides a good robustness to power analysis attacks. Other
circuit-level protection can be applied on top of the proposed
techniques, opening the avenue for generating very robust
implementations at a reasonable cost. It should be investigated
whether these techniques can be used against other attacks
relying on electromagnetic radiation, chip temperature, etc.
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