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We look forward to meeting you at the West Coast Security Forum 2008! 

 

http://www.rebootconference.com/wcsf2008/agenda.php 
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EXECUTIVE BUSINESS CASE 

Business Opportunity in a BAD market recession 
 

 
 

This is the time for dramatic fundamental infrastructure change giving absolutely solid and simple 

security value at an iota of the cost. DIVA Identity Management can be integrated into existing 

asymmetric systems to augment security and provide Identity Management. It can run in parallel with 

existing networks to provide this security benefit. It can be easily deployed in lieu of expensive existing 

asymmetric secure network protocols. It can work over any medium and in “blended” networks. 

 

Consider that it is possible for any company to create secure mobile networks simply by purchasing 

your Aircard from one of your channels. Ten employees – ten cards – no training - one secure mobile 

network – all for about $10,000. No Identity Theft. No Intellectual property theft. With this model, the 

cost of a secure network scales uniformly across all small, medium and large enterprises. No one is 

priced out.  This model is perfect to challenge and possibly supplant RSA, Entrust, Verisign and other 

vendors of secure networks. Essentially it is possible to create secure networks from the retail level far 

less expensively than they accomplish at the VAR Value Added Reseller level. 

 

Consider for Homeland Security if FEMA had ready, secure critical infrastructure communication 

networks available. Within hours of a disaster like Katrina, a secure network could be redeployed 

between all parties in law enforcement and first response simply by handing out enabled devices.  

 

 Comparing Cost of Ownership shows dramatic cost differences for complete secure networks. Verisign 

costs run from hundreds of thousands of dollars to millions of dollars. 

 

There is no change in behaviour of your clients. The utility is installed along with the Sierra Wireless 

application one time with your installation process. They login to TELUS (in this case) with the identical 

login protocol they currently use to access that cellular network.  

 

*** 
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Warren Buffet recently bought a major stake into Morgan Chase. He approaches the market with the 

philosophy of “..be fearful when others are greedy” and “..be greedy when others are fearful.” He 

picked up the financial giant at a fraction of its value. This is analogous to the bold and innovative step 

you are considering now. 

 

You can readily enable the creation of simple, secure cellular networks with your distribution of Sierra 

Wireless Aircards at absolutely minimal cost. It is a competitive advantage. Secure networks are needed 

more than ever. Current systems are HUGE ticket items. 

 

Our societies are so large and so complex that distribution of the basics will become progressively more 

critical. We will see the public securely hooking into critical infrastructures for access to energy and 

information like smart metering etc. There are more and more ways to hook into the banking and 

financial systems. There are more and more ways to interface with commerce and distribution systems. 

 

As a simple forward-looking vision, think of how it would benefit National and Homeland Security to be 

able to instantly distribute credits for distribution of basic stuffs if rationing or redistribution were ever 

necessary. Sadly we have seen this need over and over with Katrina, the tsunami, and Ike.  

 

Think of how it would benefit society, and Sierra Wireless and Whitenoise, if there was an Aircard and 

secure protocol for all global cargo containers that must be monitored for compliance with customs, 

export control and law enforcement. This could be as simple as integrating a Sierra Wireless Aircard 

into every cargo container or mail packages (via bar code readers). We invite you to study the two 

distribution paradigms that follow which explain secure distribution of media and cargo. 

 

Return to Table of Contents
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“It was the best of times  ...”  
 

                              
 

 

 

“… and the worst of times.”      
                                                                                          A Tale of Two Cities - Charles Dickens 
          
 

 

 
 

We’re in a recession. 
 

Return to table of contents

Mobile Technologies are becoming ubiquitous 

 

� More mobile networks because of explosion of devices 

� More job sharing and remote work 

� More remote purchasing possibilities  

� Virtual provisioning 

� Rapid reconstitution of critical infrastructures/communication after 

war and natural disasters is now possible 
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Cost versus Need 
 

There is an inverse relationship between increasing critical threats to networks and falling budgets for 

information technologies. This presents an enormous opportunity for companies to grab huge chunks 

of security market share by offering the same secure functionality in their existing products at 

absolutely minimized costs.  
 

 

The solution to secure critical infrastructures must be dead simple  
 

• It must be inexpensive. 

• It must be simple to distribute (electronic distribution) at virtually no cost. 

• It must allow the billions of legacy endpoints to be brought into secure networks. 

 

 

 

Return to table of contents 
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Provisioning and selling Sierra Wireless Whitenoise Identity Management  
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Protecting Streamed Media Content 

 
 
 
It will take only one generation of planned obsolescence to rectify the pandemic theft of media.  

 

If all CD and DVD players only played encrypted files then the analog hole would become immaterial. 

 

The analog hole is the Gordian Knot: Pirates will capture unencrypted films with video cameras in the 

dark of a movie theatre or they will grab a feed of what is played on the monitor or TV after decryption. 

 

Factories spring up, manufacture knock offs, and then disappear. What they have wrought does not. 

 

World-wide, one dollar software is available. The result is more unemployed people and stifled 

development.  

 

The business model that worked so well for the entertainment industry for so long can be recovered in 

one generation, at least in part. 

 

All TV sets, CD players, DVD players and game boxes should only play encrypted media. Previous 

stoppers such as the speed of encryption algorithms and the difficulty in deploying them are no longer 

pertinent. Whitenoise does not create latency in the playing of encrypted media. Check it out.  

 

An encrypted movie or CD is sold. 

 

The pirate buys a copy and takes it home. He plays it on his state of the art computer system with gobs 

of memory. He copies the decrypted feed in real time as it is being played. He captures it in an 

unencrypted state. The analog hole! 

 

He makes illegal copies of the unencrypted movie. 

 

He puts it into his new player and it won’t play because the TV set, CD player, DVD player or game box 

only plays encrypted content. 

 

If he makes copies, they won’t play on new players that now only play encrypted content. The copies 

are not encrypted. 

 



Sierra Wireless – Wavefront Developer Program Prototype Document 

Whitenoise Dynamic Identity Management and the Sierra-Telus Compass 597 

11 

This plants the seed for the extinction of the unauthorized file sharer. The copies will still work on old 

legacy machines but they will go the way of the typewriter. Business has mastered the art of planned 

obsolescence.  

 

No one can remember a single person copying a cassette and putting it on an 8-track tape. 

 

Gaming is bigger than Hollywood. This protects online gaming. Associate a specific DIVA key to a 

particular portable device to identify a unique user in addition to a unique device. Games, music and 

movies are portable and can be used anywhere. Piracy is thwarted which is the industry need. 

 

Feel free to test the following encrypted media: 

 

Song 

 www.wnalbs.com/downloads/One More Cup of Coffee 

 

Video 

http://www.wnlabs.com/downloads/BCIT_VIDEO.AVI.wnm.zip  

 

You will need to install the Whitenoise encrypted media streaming utility. Simply follow the directions 

at the link. You will be installing the key to a USB drive and a codec for Windows Media Player to your 

computer.                                                                                                                          

 

 

Return to table of contents  
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BUSINESS MODEL for Pay-for-Use streamed media security and Digital Rights Management 

 

Because of the time constraints with the Developer program we have not integrated a secure media key 

into the Sierra Wireless Telus Compass 597. However, you can easily test the secure media streaming 

demonstration from our website at: http://www.wnlabs.com/streaming.html. This ability could easily 

be implemented into Sierra Wireless Aircards for a commercial product.  
 

Sierra Wireless indicated interest in an application to secure VOIP calls. The first step to secure 

communications with an Aircard is assignment of unique identity management keys to the user device. 

We have seen this already in this presentation. This associates the person with the specific Aircard. It 

associates the specific Aircard to a unique account at the server. 

 

Once this is accomplished, because of the nature and enormity of Whitenoise deterministic key 

streams, we can then use different segments of these keys (tokens) as user keys to access particular pay 

services or to accomplish different security goals like Digital Rights Management. 

Whitenoise key stream  

  

In this example each key segment or token will be approximately 32 characters long or 256-bits in 

strength. This is readily scalable given that the minimum key stream length is 1060 bytes in length. 

 

…..….. 

 

We have the initial Sierra Wireless ID Management key that is issued with the Aircard and associated 

with a specific device identifier and person. As the range of secure services the client is buying 

increases, a different segment of their ID Management key can be used to uniquely identify that the 

client is authorized to access a different paid service. Use of a different key segment essentially is the 

use of a different key. However, no new key needs to be issued. It only needs to be activated. 
 

It is easy to see how this will increase the Average Revenue per User. 

 

Different key segments (tokens) on this same ID Management key are used to give additional rights. 

These would remain static when issued. The balance of the key would be used for the Dynamic Identity 

Verification and Authentication [DIVA]. 
 

Restating, one of the goals of this program is to leverage mobile broadband. As we move into faster and 

faster connections, and the transfer of larger and larger volumes of data, the inherent advantages of 

the Whitenoise Identity Management architecture become more obvious. There is very low overhead 

and very fast speed. This process also completely simplifies manufacturing, system management, 

provisioning, servicing, installation and use. 

 

“Vancouver-based Telus Corp., Canada's second-largest phone company, said Friday it will build a next 

generation wireless network with Canada's biggest telecom company, BCE Inc., as they fight for market 

WN Sierra ID key Media streaming - DRM ECommerce credit card Secure email 
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share with rival Rogers Communications Inc. The upgrade to high-speed packet access (HSPA) 

technology, which will be completed in early 2010, will allow Telus and BCE's Bell Canada unit to offer 

services on a wider range of cell phones and smart phones.”  

 

“It is considered a transitional step before the advent of so-called "fourth-generation" technology, 

which allows for much faster data-transmission speeds on mobile phones. The technology lets users 

freely use data-intensive applications like watching movies and playing media-rich games.” Vancouver 

Sun 10/11/2008 

 

It is easy to envision this to be a secure network. 

Whitenoise Secure Encrypted streaming  

 

Playing encrypted media should be a more difficult task than a simple phone call because of the 

transfer of graphics. The normal playing of the encrypted media without latency will demonstrate the 

ability to use this technology for securing both streamed media and voice communications.  

 

 

 

 

 

 

This demonstrates: 

 

1. Each Sierra Wireless Whitenoise Identity Management key could also be used to issue new keys 

for different pay-for-services. 

2. Encrypted media can be played without latency or adding any significant overhead. 

3. The key and therefore secure media would be portable with the Sierra Wireless Aircard. 

4. In real use, the network server would simply stream the media through the Sierra Wireless 

Aircard and the media file would not reside on the user computer. (If downloading is allowed, 

the media file would reside in an encrypted state. The specific Aircard with the specific media 

key is required to play the file.) 

 

The security is now two-fold. A user must have a legitimate key to access the Sierra Wireless network 

with the AirCard. A user must also have an authorized media key to play the encrypted media.  See the 

following addendum for a look at restoring sensible media distribution models. 
 

You will need to install the Whitenoise encrypted media streaming utility. Simply follow the directions at 

the link. You will be installing the key to a USB drive and a codec for Windows Media Player to your 

computer. 
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 BUSINESS MODEL for Secure Cargo and Customs 
 

 

 
 

 

This is a protocol that would be able to leverage Navtech and DigitalGlobe GPS data to great effect. This 

could be readily implemented by incorporating Aircards into cargo containers. 

 

A business case for the adoption of secure cargo paradigms for customs and regulatory purposes is 

included here because of the gravity of the threat in a post 9-11 world. 

 

There is a 25% likelihood of a nuclear device entering North America via a cargo container in the next 10 

years. 

 

There are only about 515 cargo container ports world wide. 

 

Cargo containers account for around 30% of all goods that enter North America. 

 

Only about 2% of all cargo containers are checked at customs. 

 

This is a new paradigm for customs for identifying contents, securing transfer and preventing tampering 

of the goods, identifying location of goods in transit, and expediting their processing at point of 

delivery. This model can also be used successfully with smaller ‘parcels’ like bullet proof FedEx tracking. 

 

Technologies 

 

Dynamic Identity Verification and Authentication (DIVA) is a technology that registers and reports the 

user, in this case a steel shipping container. DIVA either periodically, or on demand, sings back 

information we request to a server that is performing the tracking and validation role. 

 

DIVA also prevents the modification of code in any way without detection. In this context, a 

computerized lock is used to seal a container at the point of origin. Once the lock is closed, there is no 

way to circumvent this utility in order to have an untracked, unnoticed instance of the container being 

opened. To open the “lock”, the proper Whitenoise keys must be utilized. If there is any attempt to 
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modify code in order to circumvent the security, DIVA will prevent it and force the reporting of the 

occurrence via geo-positioning software. 

 

Whitenoise also provides secure encryption. Another important feature is the size of the keys that can 

be generated.  

 

In this context, Whitenoise would:  

 

� Provide the means to encrypt the contents of a bill of lading  

� Authenticate the point of origin  

� Authenticate who sent the cargo   

� Log any time the container was opened en route  

� Log who opened the container legally  

� Position where there was an unauthorized opening of the cargo  

� Log what was added to or removed from the cargo.  

� Track the path that the cargo traveled 

 

Point of Origin 

 

An authorized broker at the point of origin would load and seal the container. Authorization, bill of 

lading, credentials, would be documented and then encrypted and a particular key would be associated 

with this transfer and held by the “server” until the cargo reaches its final point of delivery. At delivery, 

a broker or authorized recipient will request from the server the key to unlock the cargo. Again, 

authorization and validation is performed and then the cargo can be opened. (If it is cargo en route, at 

each stop where cargo is added or removed legally, the new bill of lading is encrypted and 

concatenated to the original or starting information.) 

 

Once the computerized locking system is closed it reports back to the server the contents of the cargo 

and who last handled it. 

 

Transit and Tracking 

 

Once the container is sealed and locked via Whitenoise encryption and keys, DIVA baby-sits the 

integrity of the transit. Any attempt to bypass the WN security will be identified by DIVA and force a 

notation of the event and trigger notification to the server. (Note: if Whitenoise is never compromised, 

a customs agent would then be looking predominantly for physical damage to the container. This 

means that any other means of opening the container improperly should show some physical kind of 

damage to the container itself.) 

 

When the cargo is opened by another authorized broker, the key is requested from the server, 

additions or reductions to the bill of lading are entered, appended to the initial information from the 

last point of origin, the container is opened and cargo is added or removed. A new key with modified 

information is requested and provided and the container is resealed with the electronic lock.  The cargo 

continues on its route. 



Sierra Wireless – Wavefront Developer Program Prototype Document 

Whitenoise Dynamic Identity Management and the Sierra-Telus Compass 597 

16 

 

Final Destination 

 

At ports of final destination, rapid processing is possible to verify the integrity of the shipment and the 

value of goods. Outside markings on the container can be made for this by encrypting barcodes and 

modifying bar code readers to read encrypted bar codes. 

 

A customs agent would simply need to make a physical check of the container, and take the bar code 

number on the container with a bar code reader. (*Note – the information contained on the bar codes 

could be point of origin, stops, value, contents, etc.). In the reading of the barcode, the central server 

will be able to rapidly identify whether there were any questionable occurrences en route. If there are 

none, that container can be cleared literally in seconds. 

 

(Note: use of encrypted bill of lading and bar code markings on containers would provide an effective 

means of keeping the contents of various containers secret en route – ie regulated cargo) 

 

(Important to note: the business case to follow requires the integrity of the brokers and the monitoring 

of their honesty. This would probably require limited periodic examination of cargo shipped by those 

companies, vetting, or oversight at the point of loading the containers.) 

 

 

Final Recap of Technology for this process: 

 

� Whitenoise provides a secure method of identifying goods and logging, tracking and indexing 

their movement. 

 

� Dynamic Identity Verification and Authentication would prevent any attempt to hack, crack or 

circumvent the “locking” system. 

 

� Communications via secure Aircards  

 

� Geo-positioning to identify location of cargo at all times. 

 

Business Case for adopting this Secure Cargo system 

 

In all cases, technology is only good if it performs as advertised and people or businesses use it. 

Assuming that such security will not be accepted with open arms by countries and individuals who have 

a vested interest in the status quo, how can this paradigm be deployed to encourage its adoption as a 

standard? 

 

To accomplish this, one needs to do only two things: 
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Adoption of the system is compelled not by those who are sending the goods, but rather by the 

standards and expectations and consequences set by those that are receiving the goods i.e. Canada and 

the US. 

 

Rule 1: any containers arriving at country of destination utilizing the system will clear customs literally 

in seconds and continue on its way to final client. Bar code readers can rapidly process all the 

information and rapidly confirm that nothing untoward has occurred en route. No delay in transfer of 

goods. 

 

(We know the critical cost of delays from two recent events – 9-11 and the recent dock strikes in the US 

that resulted in billions of dollars of loss.) 

 

Rule 2: any cargo arriving and not utilizing the system will experience significant delays due to the need 

to physically examine the cargo and all documentation and a penalty for not adopting the new system. 

 

 

 

Appeal to the money motive of individuals and brokers.  

 

Brokers at point of origin can gain a competitive advantage by utilizing the system. After being vetted 

and the implementation processes put in place (by some form of supervision, either electronic or by 

people), they will be able to guarantee to their clients that the goods they ship using the tracking and 

security system will always arrive at points of destination (i.e. Canada and US) utilizing the system more 

quickly than cargo shipped by their competitors who are not using the system (cargo arrive and clear 

port protocols more slowly.) 
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Privacy versus Law Enforcement 
 

 
 

This balance can be configured based on security needs. In all contexts and all viewpoints both internal 

and external malfeasance must be prevented. There are three sets of needs to address: 

 

• Clients want to be protected from hackers and their service providers 

 

• Service Providers want to be protected from hackers, internal persons and their clients 

 

• Law Enforcement has the mandate to regulate both clients and providers (and protect their own 

processes from outside intervention) 

 

Clients do not want hackers or the service provider to get into their secure communications easily and 

without detection. 

 

Service Providers don’t want their clients to be compromised in the event of external threat (someone 

hacking into their server or capturing transactions externally) and/or internal threat (someone inside 

stealing hard drives or databases). Moreover they do not want their clients to penetrate their service 

provision systems. 

  

Law Enforcement must have a reasonable path to conduct its functions but in a fashion that minimizes 

abuse of this power. This balance is achieved by proper use of the courts and the fact that access 

cannot be accomplished undetected. It also requires participation by another party in the process.   

 
 

Return to table of contents 
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Privacy versus Service Providers  
 

� Internal malfeasance protection – theft or loss of hard drives, databases etc.  

� Outside malfeasance protection – capturing wireless signals of transactions, etc.  

 

In order for a service provider to access a client account, they would need to make a physical key to 

gain access. This would be detected when the client tries to access the network.  

 
Return to Table of Contents 

Independent validation and certification 
 

We have seen a high level look at what the client would see if someone tries to hack into his account. It 

showed the easy administrative functions. 

 

A real security examination is one where an independent lab would try every kind of criminal behaviour 

they are aware of in an attempt to circumvent the security of the system. 

 

Should Whitenoise Identity Management be selected for commercialization, there are local, 

independent Lower Mainland resources available to rapidly test and certify the validity of the security 

protocol. It is believed that the “cachet” attendant with RCMP testing and certification would have the 

greatest beneficial market impact because they are national law enforcement. 

 
Alex Tyakoff 

Program Coordinator 

Crime and Intelligence Analysis 

Centre for Forensic and Security Technology Studies 

Building NE 21, Room 113 

3700 Willingdon Avenue 

Burnaby, BC V5G 3H2 

Tel: 604.456.1196 Fax: 604.431.4516 

bcit.ca/cas/forensics 

 

IBM Internet Security Systems 

IBM Global Technology Services 

4601 Canada Way, Burnaby, BC, V5G 4X3 

 

Security & Privacy Services, Enterprise Risk 

Deloitte & Touche LLP  

2800 – 1055 Dunsmuir Street 

Vancouver, BC V7X 1P4 
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Involvement of local academic resources would have the greatest benefit in promoting the Lower 

Mainland. 

 
Group for Advanced Information Technology - The British Columbia Institute of Technology 

 

We are pleased to be participating in a BCIT project to build an Intelligent Grid in conjunction 

with the Clean Energy Fund, the province, BCIT, BC Hydro, BC Transmission Corp., IBM, G&E and 

approximately 10 other Lower Mainland companies. 

 

We are please that the RCMP Crime and Intelligence Labs is studying Whitenoise security in their 

role of helping to secure the 2010 Olympics in Vancouver, British Columbia.  

 
Return to Table of Contents 

Placement of Whitenoise in the spectrum of secure network evolution 
 

Whitenoise Laboratories (Canada) Inc. is very proud of its unique accomplishments and its contribution 

to secure networks and secure network use. The topological context referred to herein is one where 

either AES or Whitenoise session keys are dynamically created, used and distributed for one-time use. 

This is not a direct description of Dynamic Identity Verification and Authentication but some of the 

implications contained herein make DIVA possible and demonstrate the flexibility of DIVA Identity 

Management technologies. 

The 1960’s brought RSA and asymmetric networks   

 

Diffie-Hellman and RSA brought us public key asymmetric systems in the 1960’s. This was revolutionary. 

In a highly electronic world they were addressing the problem of key distribution. 

 

They settled on an elegant process of asymmetry that would create the security of the system based in 

part on this being a one-way function. At that point in time it was. This means of exchanging keys as the 

Internet became ubiquitous was effective in the existing context – slower computers and connections. 

It was deployed in an architecture called the Public Key Infrastructure or PKI. 
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Quickly many problems with PKI came to light. It was a difficult, complicated and expensive secure 

network to set up. Session initiation and the architecture were soon to be compromised by effective 

Man-in-the-Middle attacks. PKI introduced the concept of Trusted Third parties that are the public 

entities that have access to your keys and communications. It was really computationally intense and 

not at all efficient in processing large volumes of data – and traffic was exploding. These deficiencies 

are among the reasons why SCADA, systems control and data acquisition networks, have remained on 

self-contained networks not using PKI. This is also why we are still relying on copper phone wires to 

secure critical infrastructure data. That is like defending yourself with a Roman shield against a machine 

gun. All we have right now is that little shield. 

 

In the 1980’s already these deficiencies and threats to privacy were recognized. This was because of 

technology advancements and changes in global politics. Robert Zimmerman designed PGP to address 

these problems and make secure communications accessible to the masses and not just government 

and the biggest of businesses.  
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PGP uses an asymmetric RSA process solely for the portion of the process involved in encrypting and 

transferring the key or the ‘key exchange’. Processing only a small amount of key information in the 

asymmetric back and forth process lowered overhead that was already a huge issue 25 years ago. Then 

he used the symmetric stream cipher IDEA to actually encrypt the secured message or documents. This 

acknowledged that symmetric stream ciphers were orders of magnitude faster than block ciphers as 

well as being inherently 10 times stronger.  

 

Comparing a 128-bit block cipher to a 128-bit stream cipher was really like comparing 128-bit strength 

against 1,280-bit strength of the stream cipher. Following that rule a 240,000-bit Whitenoise stream has 

the same effect as 2,400,000-bit strong cipher inherently. 

 

PGP still relies on public keys.  

 

This hybrid configuration was the colossally brave contribution of PGP and Mr. Zimmerman. The 

problems that PGP ultimately addresses have continued to be exasperated over the decades as 

broadband, data volumes, number of Internet connected devices and the like have complicated and 

effectively neutered the ability of asymmetric systems to provide blanket security over all networks. 

Whitenoise advancements 

 

So we moved to PGP that only used RSA for asymmetric key exchange and transfer. 

 

Whitenoise’s topological advance was that the keys at the endpoints could dynamically create new 

distributed keys, use them, and securely distribute them in a self-contained manner. All this is done by 

the sender. The original distributed key that acts as a random number key generator accomplishes all 

this.  
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There are no longer Trusted Third Parties. This completely eliminates the need to use the asymmetric 

key exchange process and dramatically reduces the complexity and overhead of networks while 

dramatically increasing the security. There is never key transfer exposed.  

 

This pushes the ball forward while returning to the secure topology that the world has always known – 

distributed key systems. Everything of importance in one’s life was actually given to them: passports, 

credit cards, driver’s licenses etc. The Whitenoise keys were pre-distributed. 

 

Moving forward, Whitenoise addressed the traditional objections of distributed key systems. First of all 

it made the process dynamic. Keys were easy to store since only a small amount of key information 

unfolded into enormous key streams, like DNA. It created a one-to-one relationship between keys and 

endpoints and therefore the numbers of keys on a network didn’t explode into a management problem 

as more users came on-line. It made key exchange simple by eliminating key exchange altogether.  

 

Additionally, the Whitenoise keys were used for Dynamic Identity Verification and Authentication that 

provided continuous authentication, inherent intrusion detection, and automatically denied network 

access to criminal behaviour. This plugged the remaining holes of insecure networks.  

 

Whitenoise also incorporated all the characteristics of a one-time pad that makes it unbreakable. 

 

USER MANUAL 
 

http://sierrawireless.wnlabs.com/help 
 

 

 

 


