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Whitenoise Laboratories (Canada) Inc. is pleased to be a participant in the Sierra Wireless – Wavefront 

Developer program. Electronic documentation (hyperlinked) for the Sierra Wireless-Wavefront 

Developer Program is available on the accompanying CD or on the Internet. 

 

http://www.whitenoiselabs.com/downloads/SierraWirelessPrototype.pdf 

http://www.wnlabs.com/downloads/DigitalWinter.pps  
http://sierrawireless.wnlabs.com/help 

 

The following document is NOT required reading, but it does provide a deeper look at enticing business 

opportunities in a down market.   
http://www.whitenoiselabs.com/downloads/SupplementalExecutiveBusinessOpportunities.pdf 

 

Whitenoise Laboratories (Canada) Inc. is also pleased to be a presenter at the West Coast Security 

Forum [WCSF] on December 2, 2008 in Vancouver dealing with Cyber Terrorism, Cyber Crime and the 

critical infrastructures that hold society together.   

 

The West Coast Security Forum presentation called In Denial:Code Red examines the  cataclysmic cost 

of failing to secure our critical infrastructures – Digital Winter. It also provides the simplest solution to 

create secure, scalable networks during a time of deepening recession and plunging Information 

Technology budgets.      

 

It examines how secure networks can readily be built just with the purchase of devices like the Sierra 

Wireless - Telus Compass 597 Aircard. This is the subject of this prototype. 

 

 
 

In Denial:Code Red 
                                                                     Failure of Critical Infrastructures 

 
Digital Winter – Digital Armageddon 

Clicking this link will provide a high level executive summary of Whitenoise Identity Management technology. 

 

Whitenoise Laboratories (Canada) Inc. 

 

This document is meant to address multiple audiences: technical and security evaluators, marketing 

personnel and executives. The document is hyperlinked between the table of contents and the guide so 

audiences can go directly to the information and topics they need. Additionally, important topics are 

hyperlinked with presentations or information available at the Whitenoise Laboratories (Canada) Inc. or 

generally available on the Internet for topics that may require additional research. 
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Whitenoise Identity Management, Network 

Security and Sierra Wireless Aircards 

Introduction 
 

Whitenoise Laboratories (Canada) Inc. is pleased to be one of the ten companies selected to participate 

in the Sierra Wireless and Wavefront Developer Program to identify best in class applications that take 

advantage of the mobile broadband and GPS capabilities built into Sierra Wireless PC Cards, Express 

Cards and USB Modems. 

 
EXECUTIVE SUMMARY  
 

The patented Dynamic Identity Verification and Authentication [DIVA] is a core security and privacy 

protocol that prevents Identity and Intellectual Property theft, provides true identification and 

authentication continuously throughout a network session, has inherent intrusion detection capabilities 

and automatically denies unauthorized network access.  

 

 
 

Additional secure services and applications can readily be deployed upon this core Identity 

Management protocol. These include secure purchase and payment systems (proxy purchasing like Pay 

Pal), secure credit card transactions, secure browsing, keyMail, secure file exchange, secure tunnelling, 

secure video conferencing, secure VOIP, and secure voting and elections. These multiple services, which 

could be accessed from the same Sierra Wireless-Telus Compass 597 Aircard and the same Identity 

Management key, will maximize the Average Revenue per Client as consumers access additional secure 

services (without additional servicing by the carrier). 

 

This is accomplished without the use of Trusted Third Parties, certificate authorities, revocation lists or 

any kind of human intervention. 
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More importantly, there is NO change in device installation or use for the client to benefit from this 

security.  

 

As importantly, a network operator would only need to integrate DIVA into the database managing his 

login protocols at the server one time. Otherwise, the Identity Management security service is enabled 

with the client receiving and installing his Sierra Wireless-Telus Compass Aircard modem. 

 

Network operators would be able to offer secure network access and prevent Identity Theft and 

Intellectual property theft for ALL their general consumer clients and for ALL small, medium and large 

business enterprises.  

 

Network operators would be able to drive their Average Revenue per User by offering additional pay-

for-use services like secure teleconferencing, secure VOIP, secure media distribution, secure location 

based services etc. DIVA should become ubiquitous. Everyone can benefit from and wants secure, 

simple, reliable communications. End users include but are not limited to: 

 

� People concerned about Identity Theft and Privacy 

� Persons that want to securely access web services with the same device ie multi-use keys 

� Small, Medium and Large business networks 

o Pricing scales in direct proportion to the number of employees across the entire 

spectrum 

� Mobile businesses 

� Military 

� Law Enforcement and First responders 

� Utilities and critical infrastructures – ie SCADA over broadband 

� Governments who want rapid reconstitution of communications and critical systems after 

disasters 

 

DIVA can readily be deployed for CDMA and GSM networks from both MACs and PCs.  

 

It is simple for network operators to provision and support secure services. It would require: 

 

� a one-time implementation of the Administration application and database at the carrier and 

integration of Dynamic Identity Verification and Authentication into their login protocols. 

� provision of unique device identifiers (MAC, NAM, Serial Numbers...) on Aircards, cell phones, 

etc. and the inclusion of Identity Management keys and a small application on the device during 

manufacturing. This is simply adding it to other firmware burned onto the device. [This would 

pertain to Sierra Wireless.] 

� simple customer support to reset DIVA, disable accounts or reactivate accounts.  

� a webpage to allow electronic distribution of Identity Management keys to legacy end point 

devices. 
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Sierra Wireless-Telus-AT&T Strategic Partners 

 

Of importance to note is the integration of the Sierra Wireless Aircard with mapping data provided by 

NAVTEQ and satellite data provided by DigitalGlobe. The integration of these technologies provides 

huge opportunities to certain market segments where security is paramount. Although this prototype 

does not include this capacity, the system has been designed to readily accommodate their “secure” 

use in the future. Our approach starts at a more primary level of integration to secure the safe use of 

Aircards and secure network access with them. The next tasks after this prototype would be the 

integration of network services and applications, like the use of GPS, at a level above. 

 

It is easy to imagine several uses for this capability and to anticipate markets where secure GPS and 

mapping data could be very useful and even requisite. 

 

Just as hackers and mal-intents have learned how to spoof every communication protocol, the spoofing 

or stealing of location-based data seriously compromises network authentication protocols, the sharing 

of Intellectual Property and the security of location based applications. Location-based data could be 

used as a hierarchical level, but not primary level of multi-factor authentication. This is because there 

are contexts where location-based data would be insufficient as a 100% accurate authentication factor. 

For example, in situations where ‘secure’ devices are within buildings or transmission paths were 

interrupted or blocked by topographical realities. 

 

Even so, there are undoubtedly many, many contexts where the secrecy of location based information 

would be a critical security requirement: 

 

� Military applications 

� Satellite applications 

� Marine applications 

� First Responder and Emergency Response applications 

� Law Enforcement and Homeland Security applications 

 
Return to Table of Contents
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THE DEMONSTRATION 

Testing and Demonstration Limitations  
 

The only assumption is that you cannot bypass the DIVA code for testing of this prototype.  

 

In a commercial version of the Sierra Wireless-Telus Compass 597 the Identity Management database 

and application would reside at TELUS, Sierra Wireless or another service provider. DIVA would be 

integrated into their network access protocol. At that point, bypassing or altering the DIVA code would 

not be useful for a hacker. 

 

The system could also require that the authorized Aircard user log in to the physical device in addition 

to logging in to the secure network. This would add an additional factor in multi-factor authentication 

and is configurable to the appropriate contexts. 

 

For this demonstration, the DIVA database and login sequence resides on the Whitenoise Laboratories 

(Canada) Inc. server. 

 

DIVA Authentication Server 

� DB with user keys 

� DB with tracked dynamic offsets 

  

              
� Unique device specific key 

� Dynamically changing offsets 

Telus Secure Aircard Cellular Network 

 

DIVA is not integrated into the Telus 

login protocol for this prototype and 

demonstration.  

 

It would be properly deployed when 

embedded into the Telus network 

access protocol.  

 

With proper deployment, DIVA would 

identify tampering and deny network 

access in the event that a hacker 

attempts to circumvent or bypass the 

DIVA protocol. 
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Assumption for demonstration and testing: 
 

The only assumption is that you cannot bypass the DIVA code for testing of this prototype. This would 

be difficult to do in the best of circumstances because the integrity of the code application is guarded 

by robust CRCs and hash functions to insure that there is no modification or removal of code. It is also 

compiled.   

 

Logic: The only place where DIVA can be removed is on the client side because that is all you have 

access to. Therefore if the login sequence requires DIVA, a hacker can no longer log onto the network if 

it isn’t present. That is the desired outcome. If someone has tampered with or tried to hack the code 

this would be detected and the hacker would be denied access to the network. 

 

DIVA eventually will be integrated into the service provider login protocol (Telus) and the user database 

and dynamically changing offsets will be tracked at the server. In this demonstration, this tracking is 

being conducted at the Whitenoise Laboratories (Canada) Inc. server.   

 

DIVA in this context will demonstrate that it is impossible for spoofing and other hacking to go 

undetected.  It will also show immediate revocation due to attempts at Identity Theft.  The revocation 

will be demonstrated on the Whitenoise server. It should be incorporated at the Telus server. 

 

In a commercial environment, when the DIVA is implemented at Telus, then this assumption could be 

removed because the detection and revocation would happen at Telus and prevent network access to 

hackers. 
 

Return to table of contents 



Sierra Wireless – Wavefront Developer Program Prototype Document 

Whitenoise Dynamic Identity Management and the Sierra-Telus Compass 597 

10 

Demonstration of the Sierra Wireless Identity Management DIVA 
 

Dynamic Identity Verification and Authentication [DIVA] Identity Management requires two abilities:  

 

1. The key is securely written to and stored upon a device or Secure Digital [SD] card.   

 

 
 

2. Tokens are dynamically created for comparison. Each time the authentication is validated, a new 

offset is updated on the device and the server independently.  

 

 
 

A token is a specific chunk of random data from the unique Identity Management key beginning at a 

specific offset or index into the key. The token is never used more than once. The offset and key are 

NEVER transmitted with normal client use. The token sent by the user is compared to the expected 

token generated by the server. 

Demonstration directions  
 

This demonstration focuses on what would be seen if someone tries to break into a wireless account. It 

also will lead you through the process of the simple administrator or customer support response. 

 

1. The goal of the demonstration is to prove that each Telus Compass 597 Aircard has a unique 

Identity Management key associated with a specific device and a specific network account.  

2. It will show that the specific device with a specific network Aircard is required to access the 

network. 

3. It will show that the network continuously authenticates a user throughout a session and not 

just at login. 

4. It will show that any attempt by someone to hack into a user’s account will be detected by 

DIVA’s inherent intrusion detection capability. 

5. It will show that upon intrusion detection that the account is automatically locked without 

human intervention. 

6. It will show the simple network administration/customer service functions to reactivate or 

delete the account.  
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You have been mailed a SD Secure Digital Card that has a unique identity management key associated 

with a specific wireless account at the Whitenoise Laboratories Inc. server. The wireless network is 

provided by Telus and will be accessed through a Sierra Wireless-Telus Compass 597 Aircard. The 

administrative application is residing at Whitenoise Laboratories Inc. for the demonstration. Your 

account name is on the label of the plastic container with your Telus Aircard smart digital card. 

 

You have physically been mailed the key for this prototype because currently the Telus Compass 597 

does not allow easy access to internal memory of the card. Unique identity management keys are 

manufactured to associate a specific key with device specific serial numbers, MAC numbers or other 

unique identifiers.  

 

There are two distribution methods: the client receives his key with his Aircard at purchase (it is given 

to him) or the client downloads a device specific key from the network. Although this prototype does 

not have the web based provision capacity integrated, it is simple to add to a commercial product.  

 

 

 

 

 

 

 

 

1. Put the SD card #1 into your Sierra Wireless Telus Compass 597 slot on the edge of the device. 

 

             
 

2. Plug in your Telus Compass Aircard into a USB drive on your computer or notebook. 

 

3. Install the application as per the existing protocol for the Compass 597. [Or, make sure you are 

using a computer where this device has already been installed.] There is NO change in user 

installation or use. 

 

 

 

 

 

 

 

 

 

 

 

4.    Normally this Dynamic Identity Verification and Authentication process would be completely  

       transparent to the user and would not impact current usage patterns. For the demonstration of 

      this protocol in this prototype it is important for you to be able to SEE the process occurring.  

      Using Windows Explorer go to the drive showing the Secure Digital card on your Aircard. Go into 

      the Distributables folder and click Setup.exe to install the DIVA Secure Air Card Verification  

      program to your desktop. 

 

DIVA Secure Air Card Verification MUST BE RUN FROM YOUR COMPUTER DESKTOP. 

You can evaluate the on-line activation process that would be integrated into a commercial product 

by downloading and activating a trial copy of the Whitenoise Security Suite to a USB drive at:  

http://www.wnlabs.com/securitysuite.html. It will be a similar registration and key activation 

process when deployed from the Sierra Wireless Telus Compass Aircard. You will be able to activate 

as many you wish to full working copies. 
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Install the DIVA Secure Air Card Verification viewer application icon by clicking on the setup.exe found 

in the Distributables folder and follow the installation steps. You will see the Demonstration icon on 

your desktop. 
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If the DIVA Secure Air Card Verification fails to run, then go to the Microsoft site below to update your 

computer with the latest libraries to run the application. It is the Microsoft Service Pack 3 

redistributable. 

http://www.microsoft.com/downloads/details.aspx?familyid=32BC1BEE-A3F9-4C13-9C99-

220B62A191EE&displaylang=en  

 

For this prototype, the unique Identity Management key for this Sierra Wireless device is stored on a 

Secure Digital memory card that goes into the Telus Compass 597 Aircard. This key resides on the card 

in an encrypted state. In order to decrypt this unique identity management key for use, the proper 

dynamic offset must be known, as well as the application key which is compiled in the application and 

never transmitted. [For a complete visual explanation of this please review A Scalable Identity 

Management and Authentication Architecture from a presentation given at the West Coast Security 

Forum.] The application can decrypt and use the unique Identity Management key when it is resident 

on the specific device. 

 

                                              
 

Unique Identity Management 

Key is associated with the 

specific Secure Digital card 
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TEST 1: This test is designed to show that the unique identity management key is resident on the device 

and that a unique authentication token is generated and sent by the device to the server for comparison 

with the expected token generated at the server. This test will show the continuous authentication. 

 

1. Put the Aircard into your computer USB drive. 

 

2. Click the Telus “Watcher” icon and log onto the network with your Telus Compass Aircard and 

the Secure Digital SD card. There is no change in user behaviour. The client sees the same thing. 

 

 

 
 

Click on the DIVA Secure Air Card Verification program provided to you and residing on your 

computer desktop so that you can see the processing taking place. Click the Verify button to see the 

validation and authentication process. 

 . 

                    A     

 

 

We see the name of your user account. We see a unique 256-bit dynamic authentication token. 

We see that it has passed the authentication comparison performed at the server and you gain 

access. 

 

 

 

 

 

 

 

 

Note: A token is the string of random data of a specific length generated from your unique Identity 

Management key. This random key data is what is represented by the current offset index into the 

key. The index and token are opposite sides of the same coin that can be determined and analyzed 

without sending the offset. Offsets are not transmitted in normal use so they can’t be captured and 

used by a hacker. 
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Repeat the process. Click the Verify button. Again you pass the dynamic authentication that 

would monitor access to the network. 

 

                       

B     

 

Note the different token value between the two logins. This shows that the tokens and offsets 

are changing dynamically. For continuous dynamic authentication, tokens can be requested 

periodically (ie the server requests a new token every 2 minutes). The tokens can be requested 

each time another function or command is performed (ie like changing html pages on a browser 

or logging into a network as we just did). These are configurable. The token has a few bites of 

necessary header information and the balance of the token is completely random. 

 

We have just seen the characteristic of continuous authentication. What we have seen is that 

the tokens are dynamic and are constantly changing. This gives it the highest level of protection 

of an authentication system ever developed.   
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TEST 2: This test is designed to simulate that your account has been hacked into and accessed. It will 

show the inherent intrusion detection capability of DIVA and the automatic locking of the account that 

occurs. 

 

In the previous test you have seen how each access/action generates a new dynamic token to 

authenticate the user.  

 

We are going to assume someone was able to copy and use your Sierra Aircard Identity Management 

key. [This is actually an infeasible assumption.]  

 

In this scenario, when the hacker logged into the network with a copy of your key, the dynamic offset 

would have updated on the pirated key and at the server. The offset would then be out of synch 

between the server and your legitimate key. At your next log in, this would be detected and the 

account would be automatically locked.  

 

In order to simulate this de-synchronized state, we are going to do the opposite. We are going to make 

your Aircard offset out of synch with the expected offset at the server. This is an equivalent situation. 

 

Using Windows Explore go to the drive of the Secure Digital Card on the Aircard. You will see a similar 

file structure: 
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Double Click on the wnlsw.ini file to open it up in Windows Notebook. Note the icon. 

 

 
Change the Offset value.  Add an extra digit to the offset value. Then click File and Save. You have just 

ensured that the Aircard offset is out of synch with the last server offset for your account. 

 

 

Click DIVA Secure Air Card Verification icon on your desktop. Click the Verify button.  

 

 
 

 

You can see that you would have been refused network access because the authentication failed 

because the offset was hacked. (Note – the key wasn’t hacked.) 

 

These steps showed the dynamic continuous authentication capacity of the Sierra DIVA Identity 

Management protocol. It showed the inherent intrusion detection capacity. It showed the automatic 

revocation capacity.  

 

Important to note: 

 

For the purposes of this demonstration, the current API did not enable us to force a disconnection at 

Telus. In a commercial product, this disconnect upon failure of DIVA would be integrated into the Telus 

login protocol. 
 

For the time being, we also still need the connection to Telus active in order to connect to the Whitenoise 

Laboratories (Canada) Inc. server where the administrator/customer service application resides. 

1 
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TEST 3: This test will show how the system administrator would easily reset DIVA.  

 

DIVA would need to be reset in the event of a successful hack into your account which you just 

simulated. As an additional security feature, the DIVA offset can be remotely updated for an account. 

This negates any currently stolen DIVA offsets.  

Reset DIVA - Administrator Access 
You are now assuming the role of system administrator or customer support. 
 

For the purposes of this demonstration, we have enabled a feature to allow you administrative access 

to manage your test Aircard/key WITHOUT THE PHYSICAL PRESENCE OF ANOTHER KEY. This feature of 

allowing administrator access without a specific device is removed in normal use. This will allow you to 

automatically update DIVA on your account (which you are currently locked out of). 

 

For security reasons there are always at least two system administrators. This is to protect against 

internal malfeasance. Administrators CANNOT change their own account.  

 

 

 

You can study the simple administrative features through the on line Secure Aircard Administrator 

Guide.  

 

 

 

 

Enter Admin for User Name and password1 for the Password. 

 

Go to the login at http://sierrawireless.wnlabs.com 

 

User Name = Admin            Password = password1 
 

You may be prompted by your browser to install sfi2.activeX.cab which is produced by Whitenoise Laboratories 

(Canada) Inc. and is signed. You can study this at the online help at  http://sierrawireless.wnlabs.com/help. 
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You are now logged into the DIVA Aircard Management System and you see the following screen. Click 

the Users button. 

 

 
 

 

You are now at the Manage Users screen. 

 

We need to do two things: reset the DIVA offset to resynchronize the account on next login and then 

reactivate the account. 
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1. Reset the DIVA offset to resynchronize the account. 

 

For your specific User account click the Details button. 

 

 
 

 

 

At the bottom of the User Details screen below there is a row of buttons. Click the Reset DIVA button to 

resynchronize offsets.  The Reset Password option is available in the future were you to require your 

clients to log into the network with a User Name and Password as well. In this situation, if a client 

forgot his password, it can be replaced. 
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2. Reactivate the account. 

 

To reactivate an account, click on the Users button. Again, you see Manage Users screen below. You will 

be looking for your own account name to reactivate the account you disabled.  

 

 
 

Click on the Edit button associated with your account.  

 

You now see the following Edit User screen. You can see in the middle of the left hand side that the 

account is disabled. Simply select Active from the State pull down menu and click the Save button at 

the bottom of the screen. 
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You have now resynchronized and reactivated the account that you intentionally disabled.  

 

Log out of the Administration console by clicking on the Logout button. 

 

To verify that you have successfully reactivated the account, please repeat Test 1. Put your Aircard with 

SD card into your USB drive and log back into your account with Telus Watcher. Click on the DIVA 

Secure Air Card Verification icon on your desktop. Click Verify to see the successful authentication. Both 

the server and the specific Aircard key have been resynchronized. 

 

You have just seen the simple administration function to rectify the account in the event of a hacking 

attempt. 

 

Were you to remove the Secure Digital card with your Identity Management key from the Sierra 

Wireless-Telus Compass 597 Aircard and then tried to log into the system, you would be unable to 

access the network because the key would not be found. This shows that you have to have possession 

of the device and correct key to access the network. 

 

***** 

These steps demonstrated the intrusion detection of an unauthorized network access attempt and the 

immediate and automatic revocation (disabling) of the account. You have also walked through the 

administrative/customer service steps of resetting DIVA and reactivating a disabled account.  

Please study the On Line DIVA Administration Guide. 

 
http://sierrawireless.wnlabs.com/help 

 

 

 

 

 

Return to table of contents 
***** 
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Easy to add features – [ARPU] Average Revenue per User Drivers 
 

� Provide pay-for-use services with the same Identity Management key. 

� Whitenoise DIVA Identity Management can work over CDMA or GSM networks and on 

either PCs or MACs. DIVA is protocol or platform agnostic. 

� A call disconnect feature can be added to avoid unwarranted connection costs. 

� A User Name and Password login sequence to both the network and to access the device 

could be required for additional authentication factors in higher security contexts. 

� USB enumeration will be integrated that will search for a specific unique identifier 

number, on an external device chip, for an additional level in multi factor authentication. 

This requires the exact physical device and key to be present. This is defined differently 

device to device. 

� A user invoked DIVA reset can be easily added. In the event a user is worried that his card 

or key has been compromised, this feature would enable him to force an automatic DIVA 

reset so that any possible pirated key would have the incorrect offset. The pirated key (if 

any) would be out of synch and the pirate would be unable to gain network access. If a 

hacker somehow were to force a DIVA reset, he gains nothing tactically. 

� To learn how the DIVA Identity Management key is an ARPU driver, please see 

SupplementalExecutiveBusinessOpportunities.doc on your CD for an explanation of how 

different segments of the same key can be used for different pay-for services.  

 

 

Example of a user benefit of future features 

 

We are all aware of communications piracy. People steal NAM numbers on cell phones to make 

unauthorized international calls. Internet connect air cards can be physically stolen or their identifiers 

spoofed. The ramifications can be dire if these cards are stolen or lost as can be seen in the use of an 

Aircard internationally. In this instance the user’s internet connect card didn’t disconnect. Piracy 

generates similar results. http://www.digtriad.com/news/watercooler/article.aspx?storyid=110249&catid=176  

 

  
 

 

 

Return to table of contents 
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HOW DOES IT WORK? 

New Ideas/Innovations  

 

Whitenoise is a deterministic random number generator that creates enormous (1060 bytes in length) 

random key streams that embed characteristics of a one-time-pad. These characteristics ensure the 

strength of the keys at all times. These keys are also of readily scalable strength when deployed for 

secure communications. As security needs increase with faster connections, more broadband volume, 

and increased threat vectors to the network, it is easy to increase the strength of the keys and tokens 

used. This can be done without redistribution of keys. It requires simple configuration of the server to 

request larger and stronger tokens for authentication. It is 3G, 4G, and nG. 

 

Dynamic Identity Verification and Authentication [DIVA] readily exploits these keys to provide true 

identification of devices and users on a network and to log, index and monitor all network access and 

traffic to prevent Identity and Intellectual property theft.  

 

These unique key streams accomplish the three things required to secure critical infrastructures and 

communication digital networks: 

 

1. All devices and physical network backbone components are uniquely identified by a secure key. 

2. All individuals and network endpoint devices are uniquely identified by a secure key. 

3. All network traffic, usage and access is continuously logged, monitored and indexed.  

 

* Note: This utility DOES NOT use encryption and therefore IS NOT subject to standards issues 

associated with encryption. Even so, by analogy, the strength and characteristics of these random 

deterministic key streams share similar security metrics that define the strength and security of keys 

used for encryption.  

 

The keys embed characteristics that define a one-time-pad: 

 

1. The key stream is random. 

2. The key stream is longer then the data logged, monitored or indexed. 

3. The key segments (tokens) are only used once. 

 

• A fourth step to securing networks, particularly critical infrastructures, could be encrypting all network 

access, traffic, and use. In this context all three of the above characteristics are pertinent. This, however, 

is optional and can be accomplished using AES algorithms in conjunction with DIVA.  

 

• In the context of the application being presented to Sierra Wireless, since it is not encrypting the data 

streams at this point, the security of the system relies on the fact that the keys themselves are never 

transmitted during a session and therefore cannot be captured and guessed or broken. This is further 
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leveraged by the use of unpredictable, dynamic tokens that are constantly changing and are never re-

used. 

 

Whitenoise key streams could not be guessed or broken by super computers in performance testing 

conducted by the Electrical and Computer Engineering department of the University of Victoria.  

 

Whitenoise key streams could not be broken in security analysis testing at the University of California, 

Berkeley.   

 

Whitenoise technology has gone through evaluation by Communications Security Establishment 

(Canada). These keys could not be broken or guessed by any government, institution, university or the 

global science community in the insured $100,000 Whitenoise Security Challenge.  

 

Since 2000, Whitenoise has been deployed in a broad range of contexts at the British Columbia Institute 

of Technology. WNL has sponsored and mentored students involved in practicum assignments during 

this period of time and sits on the BCIT CST Advisory Board. 

 

Whitenoise is patented broadly in countries that have two thirds of the world’s population and 

economic activity. 

 

Benefits 

 

Whitenoise Identity Management keys and Dynamic Identity Verification and Authentication [DIVA] 

enable the simplest means of providing requisite security capabilities for networks with the single 

utility. Management of offsets and the deterministic generation of random keys allow different, unique 

key segments (tokens) to provide continuous authentication of authorized users throughout a network 

session, inherent intrusion detection of unauthorized network access, and automatic revocation of 

network access without reliance on Trusted Third parties, certificate authorities, revocation lists or 

human intervention. These Identity Management keys also provide digital rights management capacity, 

copy/theft prevention, and third party non-repudiation (Common Criteria) in addition to preventing 

Identity Theft and Intellectual property theft. 

 

This can all be accomplished at the lowest costs because it entails the simple deployment of electronic 

keys, and a simple application for network servers and ALL network endpoints, devices and individuals. 

Special skills 

 

There are no special skills or components required to benefit from Dynamic Identity Verification and 

Authentication. In the context of the Sierra Wireless Aircard the keys identifying the specific individual 

and the specific card are pre-distributed and embedded within the Aircard. This demonstration has 

been completely transparent to the user. 
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A User Name and Password can be implemented as well (as it was to gain Administrative access). There 

is no change in user behaviour that is different from accessing most networks and web sites. 

 

 

The product 

Dynamic Identity Verification and Authentication is a patented digital utility that provides 100% fool 

proof, continuous authentication of authorized network users. It does not create any false positive or 

false negatives results that are found in biometric and other forms of authentication. 

DIVA is differentiated because it provides 100% assured intrusion detection and automatic revocation 

(denial of network access to criminal behavior). This addresses a critical deficiency in existing 

asymmetric networks that rely on Trusted Third Parties, certificate authorities, revocation lists and 

revocation authorities. 

DIVA is also differentiated because it enables digital rights management, copy/theft prevention, and 

non-repudiation. 
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DIVA Secure Aircard Identity Management Requirements 
 

                     
 

 

� Hosting (server) can be provided by cellular network providers (ie TELUS) 

 

� A secure network can be created by enterprises by simply purchasing the Aircards 
 

 

“Keep things as simple as possible but no simpler!” 

 

 
 

� To bring in any legacy devices into a secure network electronically, a device needs a unique 

identifying number like a MAC, NAM or Serial Number that can be read from a URL. The key for 

the unique device is then manufactured based on these unique numbers. 

+ 
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Describe how the technology works 

 

DIVA is an identity theft prevention, detection, and immediate revocation protocol. In a security 

context, the server continuously queries client devices to ensure no invalid, stolen, or pirated keys are 

present. This querying can be periodic (time), transactional (like changing html pages) or it can be done 

at the packet level of communications. 

 

This process is accomplished by using key structures generated by the Whitenoise algorithm and initial 

offsets randomly generated by the system. 

 

The system server remembers two things: 

 

• The unique Whitenoise key structure for each user or device 

• The point in the key where the last session ended 

 

 

The Aircard or endpoint device remembers two things: 

 

• The unique Whitenoise key structure it has been assigned 

• The point in the key where the last session ended 

 

When a key is queried by the server, the Aircard will reply with a token from its key. The Aircard 

remembers the last end point and generates a token of a specific length. Once the system has received 

the token, the server authenticates the user or device by comparing this token to the token generated 

at the server. The server acknowledges the successful authentication and both the server and endpoint 

independently update their new offset for the specific key by the length of the last token used. (They 

are not exchanging offset information).  
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In this example, the new offset updated after the last validation would be at point 31 to begin the next 

session. The original offset was at the 5th byte. We sent a token that was 25 bytes in length and passed 

the validation. Each endpoint independently increments the offset by the length of the token (25) plus 1 

to have a new starting offset beginning at an unused portion of the identity management key. i.e. 5 + 

25 = 30 and increment by 1 to 31st byte. 

                                                                                  

The system is synchronized for the next continuous authentication query. Note: this continuous 

authentication process can be implemented on an application or on the network at a transactional or 

packet level. 

 

If for any reason the system server receives a token (random chunk of key data) that does not match 

what it is expecting then all access for that user or device is revoked immediately. The account is 

automatically deactivated. This would happen if someone has copied a key and the offsets are not 

synchronous. 
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What are the components for endpoints  

 

 

 
 

� Each individual, device and component, in this case the Sierra Wireless Aircard, has a unique 

identity management key and a simple application with the DIVA algorithm.  

What are the components for the server  

                          
 

The network server has a simple management application and database to issue and distribute secure 

keys and to track, log and index all network access and use continually. The interface is simple and 

manages users and their rights, the user key, the system logs and systems maintenance. See the system 

administration features by accessing the On-line Help system at http://sierrawireles.wnlabs.com/help  
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How does the product interface externally 
 

 
 

� A unique Identity Management key is issued to each Sierra Wireless Aircard and associated with 

a specific unique identifier on that Aircard. The requisite components may be securely delivered 

electronically or distributed to unique devices at the time of manufacturing. 

 

� Network access can be transparent or require a unique User Name and Password for the 

authorized user. 

Provision all legacy devices with memory and connectivity  
 

We do this all the time with Windows and Symantec updates. 

 

    
 

Integrate devices with memory and connectivity into secure networks with virtually no cost. 

 

•  Utility reads the client unique identifier (MAC, NAM etc.) 

•  Server generates device specific key for that UID # 

•  Server encrypts that device key with the application key 

•  Server sends secure key and application to device 

•  Device installs application and activates the unique key 
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Technology substitutes 

Authentication  

 

� Biometric authentication such as retina, thumbprints, and physiological electrical stimuli are not 

perfectly reliable and generate false positives and false negatives.  

 

� There may be change in physical characteristics (particularly with physiological electrical stimuli) 

because of drugs, disease, health, stress, etc. These kinds of authentications are very 

complicated with a high level false positives and false negatives. They are also more costly.  

 

No biometric systems offer reliable prevention and intrusion detection and automatic revocation.  

 

Return to table of contents 
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Simple Security Logic 
 

The logic of this Identity Management system is simple and there are only two outcomes which provide 

100% assured detection of an unauthorized network access attempt and an instant resolution. 

 

It is a simple customer service function to re-authenticate the Aircard holder over the telephone or the 

Internet and reset DIVA. The hacker is thwarted and his last known IP address is traceable. 
 

 
 

“Keep things as simple as possible but no simpler.” 

 

               ` 
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“Gotcha Hacker!” 

 

Return to table of contents 
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Return to Table of Contents

 
 
 
 
 
 
 
 
 
 

• The hacker can capture and recreate electronic keys that are never exchanged. 

 

• The hacker can guess the current dynamic offset that wasn’t transmitted on a stream 1060 bytes 

long (brute force). 

 

• The hacker can break or steal the User Name and Password. 

 

• The hacker can read a unique identifier on the chip or device.  

 

• The hacker can physically recreate or spoof a physical device or endpoint. 

 

• If this were possible to occur, the system would still identify and quarantine the illegal events. 

This absolutely minimizes any possible network exposure. The logs provide the ISPs where the 

spoofing occurred for law enforcement and follow up.  
 

What is the likelihood of a key being stolen? 

 
Stealing the electronic keys during communications presumes  
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What happens if the device is physically lost or stolen?  
 

 

 
 

This presumes that the thief can break or steal the User Name and Password before the victim reports 

the lost or stolen devices to the system administrator or service provider. Regardless, illegal use would 

be detected. 

 

It is a simple resolution for system administrators, phone customer support and Internet customer 

support centres to deactivate these accounts either temporarily or permanently. A client can deactivate 

his or her own key. If a client loses his device, he can attempt to log into the network with only his User 

Name and Password. After three attempts the account will lock because the device is not found.  

 

• The temporarily locked account can be reactivated if a device is found or a malfunction is fixed.  

•  A new device can be provisioned with a new account. 

 
 

 

Return to Table of Contents
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Where are the keys and are they vulnerable? 
 
 

                     
 

Both server and endpoint (Aircard) have an identical copy of the key structure for a specific key. Both 

sides track dynamic offsets. 

 

This key is associated with the unique serial number for the endpoint device and the presence of the 

external device is verified periodically. 

 

Stealing keys from a server would require …. 

 

1. having access to the key structure for specific accounts. (Keys can be stored in an encrypted 

state; system can require specific physical keys; keys and dynamic offsets can be kept in 

different databases or areas.) 

2. knowing the specific serial numbers for specific user account appliances. 

3. making a copy of the device itself because its external presence is always queried. 

4. making an exact copy of the chip or component that has the unique identifier. 

5. breaking the User Name and Password either with a utility or a logger. 

6. determining where the current offset is (a brute force attack). 

 

For hackers to do this they have to accomplish all of the above and log into the network correctly 

 

• within three tries because of ATM styled locking 

• within the period of time that is queried by the continuous authentication or prior to the 

next legitimate access to the account with the legitimate key 

 

In any event, use of the system and access to a specific account by anyone will be detectable by the 

account holder because his key will no longer be synchronized. 

 

Government and law enforcement still have a legitimate need for access. They accomplish this with 

authorization from the Courts. They can always have access to the level of activity on the server and to 

logs of what and who are being accessed. They do not have access the content at this point. This 

provides traffic analysis capacity without compromising privacy. 

 

If a threat rises to a sufficient level, it is possible to reconstitute the keys with the server’s archived key 

structures in order to gain access to the account. This would be detectable. 

 

Return to table of contents 

 

+ 
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Application Summary  

 

1. Is the application innovative in the current wireless space and does it define a new way 

    to use wireless modems?  

 

Dynamic Identity Verification and Authentication and Whitenoise Superkey provide an 

innovative and secure gateway to the Internet. It easily provides continuous dynamic 

authentication, inherent intrusion detection and automatic denial of network access 

(revocation) without human intervention.  

 

It facilitates easy access to a myriad of secure services and products. Whitenoise and DIVA are 

patented in countries having 2/3’s of the world’s population and economic activity. This utility 

prevents Identity Theft and Intellectual property theft in the simplest manner.  

 

With just the use of wireless modems, it is now possible to offer complete, secure, scalable and 

mobile network communications. This is a fundamental challenge and economical alternative to 

those provided by high-ticket, secure networking companies (in the enterprise channels). It 

enables the provisioning of complete, secure and mobile networks through the retail channel 

and web distribution channels with minimal remote support. This becomes even more attractive 

in emerging markets like India and China. This is a space that companies like IBM, RSA, Entrust 

and Verisign would find difficult or impossible to competitively follow into as traditional Value 

Added Reseller Channel players requiring huge amounts of channel overhead. 

 

It can provide an important national security benefit in easily and economically securing 

communications for critical infrastructures. 

 

2. Does the application have the potential to drive up carrier Average Revenue per User?  

 

A Whitenoise Dynamic Identity Management key will drive up the Average Revenue per User 

because consumers will pay a premium for Identity Theft and Intellectual Property theft 

protection.  

 

Eliminating these thefts will reduce the carrier’s cost per user. 

 

The same key can be used to access commercial services and ecommerce services like pay-per-

view movies (while protecting both the consumer and the provider). Average Revenue per User 

will continue to grow as more services are provided. 

 

DIVA is incredibly efficient and provides for the lowest implementation costs with the largest 

proportional margins. 

 

Because DIVA is so simple, all customer service can be provided remotely over the Internet at 

the lowest costs and the least change in customer service behavior. 
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3. Does the application take advantage of the Sierra Wireless modem?  

 

The Whitenoise DIVA Identity Management application leverages Sierra Wireless modem 

capabilities and can be run on CDMA or GMS networks from MACs or PCs – it is platform or 

protocol agnostic. 

 

Installation and use is identical to current use. 

 

It can leverage location-based mobile data.  

 

Bullet proof security and the addition of pay-for-use services with the same key and modem 

continue leveraging the advantages of Sierra Wireless modems as the simplest and most 

beneficial means of having digital Identity security.  

 

4. Is the application simple to use with minimal effort by the user to take maximum benefit of its 

utility?  

 

There is absolutely no change in user behavior to experience the security benefits of DIVA in 

Sierra Wireless Aircards. 

 

DIVA will be installed with the existing installation for your modems. There are NO additional 

user steps required. 

 

For higher security contexts you can require a User Name and Password to log into the network. 

 

For even higher security contexts you can require a User Name and Password to log into the 

Aircard device.  

 

The user impact at most is remembering one or two User Names and Passwords.  

 

 

 

 

Return to table of contents 
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We look forward to meeting you at the West Coast Security Forum 2008! 

 
http://www.rebootconference.com/wcsf2008/agenda.php 

 

 

 

 
 


